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1 Introduction

The TMCH project provides an automated interface to allow users to interact in
an automated fashion with the data stored in the Clearinghouse database
(TMCH database). XML has been widely used by registries and registrars to
provide an automated interfaces (the API) for their data exchange. This API
provides similar functionality and will be provided using TLS to be as close to
the current EPP standard as possible. The APl may only be used by Trademark
Agents that have contracted with the Clearinghouse.

This document contains some sample of commands and responses based on the
XSD that should help building implementations to use the API provided to get
direct access to the various objects in the TMCH database in an automated
fashion.

The complete XSD scheme can be found under the section XSD schemes. It
extends the Signed Mark Data (SMD) XSD description draft-lozano-smd-01.txt
that was provided by ICANN. The structure of the mark block is intentionally
included and not modified to prevent misunderstanding, make the mapping
easy and prevent misinterpretation of the various fields.

1.1 Documentations

— XSD schemes
- Examples
— Appendixes with various lists

The provided schema allows the user of the automated interface to verify the
syntactical correctness of the request sent to TMCH and the response returned.
It details to a certain extent the possible options that are allowed in some fields
while determining the format of other fields based on regular expressions.

This schema does not provide a full policy description, nor does it specify

complex intricacies that exists between certain types and certain required
fields.



1.2 Objects

There are 3 basic objects:

+ Mark (a complex object which can take 3 forms: Registered
Trademarks/Court Validated Marks/Marks protected by statute or treaty)

+ Label (the domain name without its TLD extension)

+ Uploaded document (implicitly linked to mark and as such not directly
accessible using the automated interface)

We allow the ‘C(reate)R(ead)U(pdate) schema for the Mark and Label object, using
create, info and update/change commands toinsert, retrieve and maintain these
objects. This should pro- vide an adequate means of creating a mechanism to
synchronize your own local database with the TMCH database.

1.3 Session Control

To create a new session the login command can be used and to terminate the
session the log- out command should be used. To verify if the connection with
the server is still up and running the hello command is provided. The hello
command can also be used to keep an open session alive preventing the server
disconnecting after the session has beenidle for a 5 minutes. Due to the nature
of certain mark characteristics, some objects will have extra policy determined
constraints. These will be described in detail later. A few examples are listed
below
— The'Description of goods and services class is comprised of a list of

comma separated numbers for 1 to 45 or contains the value 46 when not
applicable.

— ARegistered trademark will need proof of use to be able to toggle the
‘sunrise notification’ on.

— Acourtvalidated mark needs a‘Court order'document attached whenitis
created



1.4 Enumerations

Currently, the following enumerations can be found in the XSD schema
entitlement

— Owner
— Assignee
— Licensee
fileType
- pdf
- Jjpg
docClassType
— Trademark - Licensee declaration
— Trademark - Assignee declaration
— Trademark- Other
— Declaration of Proof of use including one single sample
— Proofofuse-Other

— Copy of the court order

Other list of possible values such as country codes and jurisdictions can be found
in Appendix.



2 XSD SCHEMA

This XSD schema uses the external XSD schemas

mark-1.0 which can be found at http://tools.ietf.org/html/draft-lozano-tmch-smd-02

section3.2

signedMark-1.0 which can be found at http://tools.ietf.org/html/draft-lozano-tmch-

smd-02 section 3.1

<?xmlversion="1.0" encoding="utf-8"?>
<schema targetNamespace="urn:ietf:params:xml:ns:tmch-1.1"

xmlns:mark="urn:ietf;params:xml:ns:mark-1.0"
xmins:smd="urn:ietf:params:xml:ns:signedMark-1.0"
xmlns:tmch="urn:ietf:params:xml:ns:tmch-1.1"
xmins="http://www.w3.0rg/2001/XMLSchema”
elementFormDefault="qualified">
<annotation>
<documentation>
Trademark Clearing House Protocol v1.1schema- DRAFT.
</documentation>
</annotation>

<import namespace="urn:ietf:params:xml:ns:mark-1.0"
schemaLocation="mark-1.0.xsd" />

<import namespace="urn:ietf:params:xml:ns:signedMark-1.0"
schemaLocation="signedMark-1.0.xsd"/>

<--

Every TMCH XML instance must begin with this element.
-->

<element name="tmch" type="tmch:tmchType"/>

<l
An TMCH XML instance must contain a greeting, hello, command, or
response.

-->

<complexType name="tmchType">

<choice>

<element name="greeting" type="tmch:greetingType"/>
<element name="hello"/>

<element name="command" type="tmch:commandType"/>
<element name="response”type="tmch:responseType"/>


http://tools.ietf.org/html/draft-lozano-tmch-smd-02
http://tools.ietf.org/html/draft-lozano-tmch-smd-02
http://tools.ietf.org/html/draft-lozano-tmch-smd-02
http://www.w3.org/2001/XMLSchema

</choice>
</complexType>

<l--

Agreetingis sent by a server in response to a client connection or
<hello>.
-->
<complexType name="greetingType">
<sequence>
<element name="svID" type="tmch:svIDType"/>
<element name="svDate" type="dateTime"/>
</sequence>
</complexType>

<--
Server Ds are strings with minimum and maximum length restrictions.
-->
<simpleType name="svIDType">
<restriction base="normalizedString">
<minLength value="3"/>
<maxLength value="64"/>
</restriction>
</simpleType>

<complexType name="commandType">
<sequence>
<choice>
<element name="check"type="tmch:mIDType"/>
<element name="create" type="tmch:createType"/>
<element name="info" type="tmch:infoType"/>
<element name="login" type="tmch:loginType"/>
<element name="logout"/>
<element name="poll" type="tmch:pollType"/>
<element name="renew" type="tmch:renewType"/>
<element name="transfer" type="tmch:transferType"/>
<element name="update” type="tmch:updateType"/>
</choice>
<element name="c|TRID" type="tmch:trIDStringType"
minOccurs="0"/>
</sequence>
</complexType>

<l--
Child element of the <check> command



-->
<complexType name="mIDType">
<sequence>
<element name="id" type="mark:idType"
maxOccurs="unbounded"/>
</sequence>
</complexType>

<l--
Child elements of the <create>command.
-->
<complexType name="createType">
<sequence>
<element ref="mark:abstractMark"/>
<element name="period" type="tmch:periodType"
minOccurs="0"/>
<element name="document” minOccurs="0" maxOccurs="unbounded”
type="tmch:documentType"/>
<element name="label” minOccurs="0" maxOccurs="unbounded” type="tmch:labelType"/>
</sequence>
</complexType>

<--
TMCH period type.
-->
<complexType name="periodType">
<simpleContent>
<extension base="tmch:pLimitType">
<attribute name="unit" type="tmch:pUnitType"
use="required"/>
</extension>
</simpleContent>
</complexType>



<simpleType name="pLimitType">
<restriction base="unsignedShort">
<minInclusive value="1"/>
<maxinclusive value="5"/>
</restriction>
</simpleType>

<simpleType name="pUnitType">
<restriction base="token">
<enumeration value="y"/>

</restriction>
</simpleType>
<--
TMCH document type.
-->
<complexType name="documentType">
<sequence>
<element name="docType" type="tmch:docClassType"/>
<element name="fileName” minOccurs="0" type="tmch:optionalStringType"/>
<element name="fileType" type="tmch:fileType"/>
<element name="fileContent” type="base64Binary"/>
</sequence>
</complexType>

<simpleType name="docClassType">
<restriction base="token">
<enumeration value="tmLicenseeDecl"/>
<enumeration value="tmAssigneeDec|"/>
<enumeration value="tmOther"/>
<enumeration value="declProofOfUseOneSample"/>
<enumeration value="proofOfUseOther"/>
<enumeration value="copyOfCourtOrder"/>
</restriction>
</simpleType>

<simpleType name="fileType">
<restriction base="token">
<enumeration value="pdf"/>
<enumeration value="jpg"/>
</restriction>
</simpleType>
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<simpleType name="requiredStringType">
<restriction base="token">
<minLength value="1"/>
<maxLength value="255"/>
</restriction>
</simpleType>

<simpleType name="optionalStringType">
<restriction base="token">

</restriction>
</simpleType>
<l--
Child elements of the <info>command.
-->
<complexType name="infoType">
<sequence>
<element name="id" type="mark:idType"/>
</sequence>
<attribute name="type" type="tmch:infoTypeType"
default="info"/>
</complexType>

<simpleType name="infoTypeType">
<restriction base="token">
<enumeration value="enc"/> <l-- encodedSignedMark -->
<enumeration value="file"/> <!I-- like in web interface -->
<enumeration value="info"/><l--info-->
<enumeration value="smd"/> <!l-- signedMark -->
</restriction>
</simpleType>

<
The <login>command.
-->
<complexType name="loginType">
<sequence>
<element name="cliD" type="tmch:clIDType"/>
<element name="pw" type="tmch:pwType"/>
</sequence>
</complexType>

<--



The <poll>command.
>
<complexType name="pollType">
<attribute name="op" type="tmch:pollOpType"
use="required"/>
<attribute name="msgID" type="token"/>
</complexType>

<simpleType name="pollOpType">
<restriction base="token">
<enumeration value="ack"/>
<enumeration value="req"/>
</restriction>
</simpleType>

<--
Child elements of the <renew>command.
-->
<complexType name="renewType">
<sequence>
<element name="id" type="mark:idType"/>
<element name="curExpDate" type="date"/>
<element name="period” type="tmch:periodType"
minOccurs="0"/>
</sequence>
</complexType>

<
Child elements of the <update>command.
-->
<complexType name="updateType">
<sequence>
<element name="id" type="mark:idType"/>
<element name="case" type="tmch:caseType"” minOccurs="0"/>
<element name="add" type="tmch:addType"
minOccurs="0"/>
<element name="rem"” type="tmch:remType"
minOccurs="0"/>
<element name="chg" type="tmch:chgType"
minOccurs="0"/>
</sequence>
</complexType>
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<
Data elements that can be added or removed.
-->
<complexType name="addType">
<sequence>
<element name="document” type="tmch:documentType”
minOccurs="0" maxOccurs="unbounded"/>
<element name="label" type="tmch:labelType"
minOccurs="0" maxOccurs="unbounded"/>
<element name="case" type="tmch:caseType"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="remType">
<sequence>
<element name="label" type="tmch:labelType"
minOccurs="0" maxOccurs="unbounded"/>
<element name="case" type="tmch:caseType"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>

<l
Data elements that can be changed.
-->
<complexType name="chgType">
<sequence>
<element ref="mark:abstractMark”
minOccurs="0"/>
<element name="label" type="tmch:labelType"
minOccurs="0" maxOccurs="unbounded"/>
<element name="case" type="tmch:caseType"” minOccurs="0"/>
</sequence>
</complexType>

<complexType name="labelType">
<sequence>
<element name="alLabel" type="mark:labelType"/>
<element name="smdInclusion” type="tmch:notifyType"
minOccurs="0"/>
<element name="claimsNotify" type="tmch:notifyType"
minOccurs="0"/>
</sequence>



</complexType>

<complexType name="notifyType">
<simpleContent>
<extension base="normalizedString">
<attribute name="enable" type="boolean" use="required"/>
</extension>
</simpleContent>
</complexType>

<complexType name="caseType">
<sequence>
<element name="id" type="tmch:caseldType"/>
<element name="udrp” type="tmch:udrpType"” minOccurs="0"/>
<element name="court” type="tmch:courtType"
minOccurs="0"/>
<element name="document” type="tmch:caseDocumentType"
minOccurs="0" maxOccurs="unbounded"/>
<element name="label" type="tmch:caseLabelType"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="udrpType">
<sequence>
<element name="caseNo" type="token"/>
<element name="udrpProvider” type="token"/>
<element name="caseLang"type="tmch:requiredStringType"/>
</sequence>
</complexType>

<complexType name="courtType">
<sequence>
<element name="refNum"”type="token"/>
<element name="cc" type="mark:ccType"/>
<element name="region” type="token” minOccurs="0"
maxOccurs="unbounded"/>
<element name="courtName" type="token"/>
<element name="caseLang"type="tmch:requiredStringType"/>
</sequence>
</complexType>

<complexType name="caseDocumentType">
<sequence>
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<element name="docType"type="tmch:caseDocClassType"/>
<element name="fileName" minOccurs="0" type="tmch:optionalStringType"/>
<element name="fileType" type="tmch:fileType"/>
<element name="fileContent” type="base64Binary"/>
</sequence>
</complexType>

<simpleType name="caseDocClassType">
<restriction base="token">
<enumeration value="courtCaseDocument"/>
<enumeration value="tmOther"/>
</restriction>
</simpleType>

<complexType name="caseLabelType">
<sequence>
<element name="aLabel" type="mark:labelType"/>
</sequence>
</complexType>

<complexType name="transferType">
<sequence>
<element name="id" type="mark:idType"/>
<element name="authCode" type="normalizedString"
minOccurs="0"/>
</sequence>
<attribute name="op" type="tmch:transferOpType" use="required"/>
</complexType>

<simpleType name="transferOpType">
<restriction base="token">
<enumeration value="initiate"/>
<enumeration value="execute"/>
</restriction>
</simpleType>

<
<check>response types.
-->
<complexType name="reasonType">
<simpleContent>
<extension base="tmch:reasonBaseType">
<attribute name="lang" type="language” default="en"/>
</extension>
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</simpleContent>
</complexType>

<simpleType name="reasonBaseType">
<restriction base="token">
<minLength value="1"/>
<maxLength value="32"/>
</restriction>
</simpleType>

<l--

Abstract client and object identifier type.

-->

<simpleType name="clIDType">

<restriction base="token">
<minLength value="3"/>
<maxLength value="16"/>
</restriction>
</simpleType>

<simpleType name="pwType">
<restriction base="token">
<minLength value="6"/>
<maxLength value="16"/>
</restriction>
</simpleType>

<complexType name="trIDType">
<sequence>
<element name="c|TRID" type="tmch:trIDStringType"
minOccurs="0"/>
<element name="svTRID" type="tmch:trIDStringType"/>
</sequence>
</complexType>

<simpleType name="trIDStringType">
<restriction base="token">
<minLength value="3"/>
<maxLength value="64"/>
</restriction>
</simpleType>

<l--
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Response types.
>
<complexType name="responseType">
<sequence>
<element name="result” type="tmch:resultType"
maxOccurs="unbounded"/>
<element name="msgQ" type="tmch:msgQType"
minOccurs="0"/>
<element name="resData" type="tmch:resDataType"
minOccurs="0"/>
<element name="tr|D" type="tmch:trIDType"/>
</sequence>
</complexType>

<complexType name="resultType">
<sequence>
<element name="msg" type="tmch:msgType"/>
<choice minOccurs="0"maxOccurs="unbounded">
<element name="value" type="tmch:errValueType"/>
<element name="extValue" type="tmch:extErrValueType"/>
</choice>
</sequence>
<attribute name="code" type="tmch:resultCodeType"
use="required"/>
</complexType>

<complexType name="errValueType" mixed="true">
<sequence>
<anynamespace="##any" processContents="skip"/>
</sequence>
<anyAttribute namespace="##any" processContents="skip"/>
</complexType>

<complexType name="extErrValueType">
<sequence>
<element name="value” type="tmch:errValueType"/>
<element name="reason" type="tmch:msgType"/>
</sequence>
</complexType>

<complexType name="msgQType">
<sequence>
<element name="qDate” type="dateTime"
minOccurs="0"/>

17



<element name="msg" type="tmch:mixedMsgType"
minOccurs="0"/>
</sequence>
<attribute name="count” type="unsignedLong"
use="required"/>
<attribute name="id" type="tmch:minTokenType" use="required"/>
</complexType>

<complexType name="mixedMsgType" mixed="true">
<sequence>
<any processContents="skip"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute name="lang" type="language” default="en"/>
</complexType>

<--

Human-readable text may be expressed in languages other than English.

-->
<complexType name="msgType">
<simpleContent>
<extension base="normalizedString">
<attribute name="lang" type="language” default="en"/>
</extension>
</simpleContent>
</complexType>

<

Non-empty token type.

-->

<simpleType name="minTokenType">
<restriction base="token">

<minLength value="1"/>
</restriction>
</simpleType>

<
TMCH result codes.
-->
<simpleType name="resultCodeType">
<restriction base="unsignedShort">
<enumeration value="1000"/> <I-- Success -->
<enumeration value="1300"/> <!--Poll : no messages -->
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<enumeration value="1301"/><l--Poll : messages (use ack) -->
<enumeration value="1500"/> <I-- Success &closing connection -->
<enumeration value="2001"/> <!-- Syntax error -->

<enumeration value="2201"/><!--Notlogged in -->

<enumeration value="2202"/><!-- Loginfailed -->

<enumeration value="2303"/><!-- Object does not exist -->

<enumeration value="2306"/><!-- Policy error -->

<enumeration value="2400"/> <!--Commandfailed (internal server error)-->

</restriction>
</simpleType>
<l--
TMCH resData type
-->
<complexType name="resDataType">
<choice>
<element name="chkData" type="tmch:chkDataType"/>
<element name="creData" type="tmch:creDataType"/>
<element name="infData" type="tmch:infDataType"/>
<element name="renData" type="tmch:renDataType"/>
<element name="trnData" type="tmch:trnDataType"/>
</choice>
</complexType>
<--
<check>response elements.
-->
<complexType name="chkDataType">
<sequence>

<element name="cd" type="tmch:checkType”
maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="checkType">
<sequence>
<element name="id" type="tmch:checkldType"/>
<element name="reason” type="tmch:reasonType"
minOccurs="0"/>
</sequence>
</complexType>

<complexType name="checkldType">
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<simpleContent>
<extension base="mark:idType">
<attribute name="avail" type="boolean” use="required"/>
</extension>
</simpleContent>
</complexType>

<l-
<create>response elements.
-->
<complexType name="creDataType">
<sequence>
<element name="id" type="mark:idType"/>
<element name="crDate" type="dateTime"/>
<element name="balance” type="tmch:balanceType"/>
</sequence>
</complexType>

<complexType name="balanceType">
<sequence>
<element name="amount" type="tmch:currencyAmountType"/>
<element name="statusPoints" type="integer"/>
</sequence>
</complexType>

<complexType name="currencyAmountType">
<simpleContent>
<extension base="tmch:amountType">
<attribute name="currency” type="tmch:currencyCodeType" use="required"/>
</extension>
</simpleContent>
</complexType>

<simpleType name="amountType">
<restriction base="decimal">
<fractionDigits value="2"/>
</restriction>
</simpleType>

<simpleType name="currencyCodeType">
<restriction base="string">
<minLength value="3"/>
<maxLength value="3"/>
<patternvalue="[A-Z]{3}"/>
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</restriction>
</simpleType>

<l-
<info>response elements.
-->
<complexType name="infDataType">
<sequence>
<element name="id" type="mark:idType"/>
<element name="status" type="tmch:statusType"/>
<element name="pouStatus" type="tmch:pouStatusType" minOccurs="0"/>
<element name="smdld" type="mark:idType" minOccurs="0"/>
<element ref="mark:abstractMark" minOccurs="0"/>
<element ref="smd:signedMark"
minOccurs="0"/>
<element ref="smd:encodedSignedMark"
minOccurs="0"/>
<element name="encFile" type="string"
minOccurs="0"/>
<element name="document” type="tmch:infDocumentType"
minOccurs="0" maxOccurs="unbounded"/>
<element name="label" type="tmch:infLabelType"
minOccurs="0"
maxOccurs="unbounded"/>
<element name="comment” type="tmch:optionalStringType"
minOccurs="0"/>
<element name="case" type="tmch:infMarkCaseType"
minOccurs="0" maxOccurs="unbounded"/>
<element name="crDate" type="dateTime"
minOccurs="0"/>
<element name="upDate" type="dateTime"
minOccurs="0"/>
<element name="exDate" type="dateTime"
minOccurs="0"/>
<element name="pouExDate" type="dateTime" minOccurs="0"/>
<element name="correctBefore" type="dateTime"
minOccurs="0"/>
<element name="authCode" type="normalizedString"”
minOccurs="0"/>
</sequence>
</complexType>

<complexType name="statusType">
<simpleContent>

21



<extension base="normalizedString">
<attribute name="s" type="tmch:statusValueType" use="required"/>
</extension>
</simpleContent>
</complexType>

<simpleType name="statusValueType">
<restriction base="token">
<enumeration value="new"/>
<enumeration value="verified"/>
<enumeration value="incorrect"/>
<enumeration value="corrected"/>
<enumeration value="invalid"/>
<enumeration value="expired"/>
<enumeration value="deactivated"/>
</restriction>
</simpleType>

<complexType name="pouStatusType">
<simpleContent>
<extension base="normalizedString">
<attribute name="s" type="tmch:pouStatusValueType" use="required"/>
</extension>
</simpleContent>
</complexType>

<simpleType name="pouStatusValueType">
<restriction base="token">
<enumeration value="notSet"/>
<enumeration value="valid"/>
<enumeration value="invalid"/>
<enumeration value="expired"/>
<enumeration value="na"/>
<enumeration value="new"/>
<enumeration value="incorrect"/>
<enumeration value="corrected"/>
</restriction>
</simpleType>

<complexType name="infDocumentType">
<sequence>
<element name="id" type="token"/>
<element name="docType"type="tmch:docClassType"/>
<element name="fileName” minOccurs="0" type="tmch:optionalStringType"/>
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<element name="fileType" type="tmch:fileType"/>
<element name="status" minOccurs="0" type="tmch:docStatusType"/>
<element name="comment" minOccurs="0" type="tmch:optionalStringType"/>
</sequence>
</complexType>

<complexType name="docStatusType">
<simpleContent>
<extension base="normalizedString">
<attribute name="s" type="tmch:docStatusValueType" use="required"/>
</extension>
</simpleContent>
</complexType>

<simpleType name="docStatusValueType">
<restriction base="token">
<enumeration value="new"/>
<enumeration value="verified"/>
<enumeration value="invalid"/>
<enumeration value="expired"/>
</restriction>
</simpleType>

<complexType name="infLabelType">
<sequence>
<element name="aLabel" type="mark:labelType"/>
<element name="uLabel" type="tmch:requiredStringType"/>
<element name="smdInclusion” minOccurs="0" type="tmch:notifyType"/>
<element name="claimsNotify” minOccurs="0" type="tmch:notify Type"/>
</sequence>
</complexType>

<complexType name="infMarkCaseType">
<sequence>
<element name="id" type="tmch:caseldType"/>
<element name="udrp” type="tmch:udrpType"
minOccurs="0"/>
<element name="court” type="tmch:courtType"
minOccurs="0"/>
<element name="status" type="tmch:markStatusType"/>
<element name="document”
type="tmch:infCaseDocumentType"” minOccurs="0"
maxOccurs="unbounded"/>
<element name="label" type="tmch:infCaseLabelType"



minOccurs="0" maxOccurs="unbounded"/>

<element name="comment” type="tmch:optionalStringType"

minOccurs="0"/>
<element name="upDate" type="dateTime"
minOccurs="0"/>
</sequence>
</complexType>

<simpleType name="caseldType">
<restriction base="token">
<patternvalue="case-\d+"/>
</restriction>
</simpleType>

<complexType name="markStatusType">
<simpleContent>
<extension base="normalizedString">

<attribute name="s" type="tmch:markStatusValueType"

use="required"/>
</extension>
</simpleContent>
</complexType>

<simpleType name="markStatusValueType">
<restriction base="token">
<enumeration value="new"/>
<enumeration value="verified"/>
<enumeration value="incorrect"/>
<enumeration value="corrected"/>
<enumeration value="invalid"/>
</restriction>
</simpleType>

<complexType name="infCaseLabelType">
<sequence>
<element name="alLabel" type="mark:labelType"/>
<element name="status” type="tmch:labelStatusType"
minOccurs="0"/>
</sequence>
</complexType>

<complexType name="labelStatusType">
<simpleContent>
<extension base="normalizedString">
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<attribute name="s" type="tmch:labelStatusValueType" use="required"/>
</extension>
</simpleContent>
</complexType>

<simpleType name="labelStatusValueType">
<restriction base="token">
<enumeration value="new"/>
<enumeration value="verified"/>
<enumeration value="incorrect"/>
<enumeration value="corrected"/>
<enumeration value="invalid"/>
<enumeration value="expired"/>
</restriction>
</simpleType>

<complexType name="infCaseDocumentType">
<sequence>
<element name="id" type="token"/>
<element name="docType" type="tmch:caseDocClassType"/>
<element name="fileName” minOccurs="0" type="tmch:optionalStringType"/>
<element name="fileType" type="tmch:fileType"/>
<element name="status” minOccurs="0" type="tmch:docStatusType"/>
<element name="comment” minOccurs="0"type="tmch:optionalStringType"/>
</sequence>
</complexType>

<
<renew>response elements.
-->
<complexType name="renDataType">
<sequence>
<element name="id" type="mark:idType"/>
<element name="exDate" type="dateTime"
minOccurs="0"/>
<element name="balance” type="tmch:balanceType"/>
</sequence>
</complexType>

<complexType name="trnDataType">
<sequence>
<element name="newld" type="mark:idType"/>
<element name="trnDate" type="dateTime"
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minOccurs="0"/>
<element name="balance” type="tmch:balanceType"/>
</sequence>
</complexType>

<l--
End of schema.
-=>

</schema>
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3 Creating a Connection

This API is intended for use in diverse operating environments where transport
and security requirements vary greatly. A Transport Layer Security (TLS) mechanism
over standard TCP/IP sock- ets is used. This transport mechanism is based on the
reference document RFC 5734 “Extensible Provisioning Protocol (EPP) Transport
over TCP". Further security considerations are resolved by the TLS transport layer
and are beyond the scope of this document.

Currently the API uses a self-signed CA certificate. You can download it via the
website in case your EPP client requires you to verify the SSL certificate of the EPP
server. The API is to be used in synchronous mode. A response to a command
must be received by the client before sending another command. The API can
be layered over multiple transport protocols.

The API can only be used in a connection-oriented mode. A connection-less
mode can be simu- lated by sending a login/command/logout combination in
one set. There is a timeout on the session. If a session has not been used for a
period longer than 5 minutes, the system will enforce a logout command and
close the connection. Any other requirements are further described in the
standard.

The number of simultaneously open connections per trademark agent account
is set at two connections. Attempting to open more sessions will blocked.

XML is case sensitive. Unless stated otherwise, XML specifications and
examples provided in this document must be interpreted in the character case
presented. Any data unit sent to the server or received from the server contains
two sections, a block describing the message length and an XML message.

3.1 First Block

A 32-bit header describing the total length of the data unit including the length
of the first block.The header information (4 bytes) is to be sent in network order
(also known as BigEndian).
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3.2 Second Block

This block contains the XML APl command or response. It is an Xml structure
that complies with the above XSD description. The XML block has to use a
supported character set such as UTF-8 and an XML version of 1.0. Please note
that UTF-8 is the RECOMMENDED character encoding for use with this API.

All APl commands are enclosed within in <tmch> ... </tmch> tags.

After setting up a session the first message will be sent by the server and will
contain a‘hello’ response XML document. Error messages are compliant with
the EPP standard. A description of the various messages can be found in
appendix2.

During a session it is always possible to add a cITRID tag. This block will always
be mimicked by the server in the trID block enabling the client to track the
command and response sent by the server. The server will add an extra svTRID
block to the trID block uniquely identifying the server response code. This
reference can be useful to trace problems and might be asked or referred to in
case of technical problems.

3.3 Labels

The following method can be used to verify if a label matches the name of a mark
a dot’is not allowed in a mark name - all mark names (and labels) with a dot
will be rejected. Determine which characters can be represented in an IDN label
determine which characters can be represented in an IDN domain name (refer
to IDN 2008 guideline) all other IDN non-permissible characters can be omitted
or replaced by a hyphen’-'in case the character is the ampersand (&) or the
ampersand (@) it can be omitted, replaced by a hyphen - or by a transliteration of
‘and’ or ‘at’ in the language linked to the jurisdiction or the country where the mark
is registered. (See Appendix 3)

Verify if the label is conform the general domain name rules
— name cannot start with a hyphen ()
— name cannot end in a hyphen ()
— name with a dash on the 3rd and 4th position is rejected

— name and its ascii representation (a-label) cannot be longer than 63
characters If using the 5 above steps allow to convert the mark namein a
label will be accepted.

Examples Mark name Labels
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ab &c Allowed: ab-c, ab-c, abandc, ab-and-c (if jurisdiction is US), ...

Not allowed: ab---c (dash on 3rd and 4th position),

Not allowed: a-and-c (b cannot be omitted), ...

at+b Allowed: ab, a-b

+abc+ Allowed: abc

Not allowed: -abc (starts with dash), abc- (ends with a dash), ...

3.3.1 Algorithms

1. We will assume the trademark name TMis according to ICANN
specifications

2. Convert all characters to the lower case equivalent
3. create an empty list of lists A

4. forall characters Cin the name TM check if the character C can be
represented in IDN2008

o yes:create alist Lwith a single element, the character C
o no:create a list Lwith 2 elements :an empty string and the character’-

o ifthe characteris'& or'@’' add additional transliterations to the list L
(based on country or jurisdiction — see appendix 3)

o addthelist Lto the list of lists A

5. create a complete setS of labels by calculation all unique combinations of
exactly one choice for all lists L in the list A (this can easily be done by
recursion or by straight forward looping over all combination’s)

6. eliminate all labels from the set S that start or end in a ‘- have a'- in 3rd and
4th position or are longer than 63 characters

7. Snow contains the list of all possible labels linked to the mark name TM
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4 Session commands

Session commands are intended to set up new sessions and to keep the session
alive to process various CREATE/UPDATE/READ/DELETE (CRUD) commands.

There are 3 basic session commands
- login
- logout

— hello (to keep the session alive)

4.1 Login
Example of alogin command

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<login>
<cliD>u777</cliD>
<pw>ReplaceWithPass</pw>
</login>
<cITRID>client-id-123</c|TRID>
</command>
</tmch>

The response in case of a positive result confirms user identification

<?xml version="1.0" encoding="utf-8"?>

<tmch xmins="urn:ietf:params:xml:ns:tmch-1.1">
<response>

<result code="1000">

<msg>Command completed successfully</msg>
</result>

<tr|D>

<cITRID>ref-to-which-login</cITRID>
<svTRID>login-1390895916</svIRID>

</trID>

</response>

</tmch>



After logging in successfully you have an authenticated session.You will be able
to retrieve information on all objects in your portfolio/account.

4.2 Logout

Thelogout command is intended to terminate a session.

<?xml version="1.0" encoding="utf-8"?>
<tmch xmlns="urn:ietf;params:xml:ns:tmch-1.1">
<command>
<logout/>
</command>
</tmch>

The result will be the following XML message after which the server will close the
connection.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">

<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<trID>
<svTRID>logout-1390896163</svTRID>
</trID>
</response>
</tmch>
Notice thatis a connection has not been used for some time, the server will

send this message to the client (auto-logout) and the connection will be
closed.

4.3 Hello

The hello command can be sent at all moments. It can be used to verify if the
connection is still open or to keep the session alive. It can also be used if a
connection is established since it does not require an authenticated session.

Command to send

<?xml version="1.0" encoding="utf-8"?>
<tmch xmlns="urn:ietf:params:xml:ns:tmch-1.1">
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<hello/>
</tmch>

Theresponse s

<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<greeting>
<svID>TMCH server v1.1</svID>
<svDate>2014-01-28T08:01:16Z</svDate>
</greeting>
</tmch>
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5 Create mark

With the create command you will be able to create the various mark types.

There are 3 different types of marks that can be registered

+ registered trademark
+ court validated mark

+ statute or treaty

5.1 Createregistered trademark

The following command can be used to create a registered trademark:

<?xml version="1.0" encoding="utf-8"?>
<tmch xmins="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<create>
<mark xmIns="urn:ietf:params:xml:ns:mark-1.0">
<trademark>
<id>0000061234-1</id>
<markName>Example One</markName>
<holder entitlement="owner">
<org>Example Inc.</org>
<addr>
<street>123 Example Dr.</street>
<street>Suite 100</street>
<city>Reston</city>
<sp>VA</sp>
<pc>20190</pc>
<cc>US</cc>
</addr>
</holder>
<jurisdiction>US</jurisdiction>
<class>35</class>
<class>36</class>
<goodsAndServices>Dirigendas et eiusmodi
featuringinfringoin airfare et cartam servicia.
</goodsAndServices>
<regNum>234235</regNum>
<regDate>2009-08-16T09:00:00.0Z</regDate>
<exDate>2015-08-16T09:00:00.0Z</exDate>
</trademark>
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</mark>

<period unit="y">5</period>

<document>
<docType>Other</docType>

<fileName>C:\\ddafs\\file.png</fileName>

<fileType>jpg</fileType>

<fileContent>/9j/4AAQSKZJRgABAQEASABIAAD/2WBDAP///1111111HITHHTTTTTITTTTTTTTTTTTTTTTTTT
T R2wBDAS T
M | [ inAARCAABAAEDASIA

AhEBAXEB/8QAFQABAQAAAAAAAAAAAAAAAAAAAAP/XAAUEAEAAAAAAAAAAAAAAAAAAAAA/8QAFAEB
AAAAAAAAAAAAAAAAAAAAAP/EABQRAQAAAAAAAAAAAAAAAAAAAAD/2gAMAWEAAREDEQA/AKAA/9k=

</fileContent>

</document>

<label>
<alabel>exampleone</aLabel>
<smdinclusion enable="1"/>
<claimsNotify enable="1"/>

</label>

<label>
<alabel>example-one</aLabel>
<smdinclusion enable="0"/>
<claimsNotify enable="1"/>

</label>
</create>
</command>
</tmch>
Remarks
Trademark Means registered trademark
id Unique reference that should start with the agents uid format-
ted in 6 digits left padded with zeros and ending in -1
markName Name of the mark
Holder entitlement Owner/Licensee/Assighee
sp State/Province
ORG Name of the organization that is the trademark holder
ADDR Address consisting out of :
Street Street
City City
sp State
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pc Postal code

cc Country code (for the complete list see appendix 1)

class Nice classification number (1-45 or 46 for N/A)

Jurisdiction for the complete list see appendix 1)

goodsAndServices Full copy of the complete description of goods and services
information on the registration form

regNum The registration number of the trademark

regDate The date of registration of the mark (YYYY-MM-DD)

exDate The date on which a trademark expires (YYYY-MM-DD)

Period unit The term of registration for a trademark record (1,3 or 5years)

docType Licensee declaration/ Trademark - Assignee declaration/ Trade-
mark - Other/ Declaration of Proof of use including one single
sample/ Proof of use - Other

fileContent Content of the file, base64 encoded

alLabel ASCllI representation of the label linked to the mark

Smdlnclusion

enable Flag for sunrise services: the label will be included in the
SMD file to be used in sunrise

claimsNotify

Flag for the claims services: registrants will be made aware of
mark existance, and you will receive notification on registra-
tion during the initial period of general availability
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5.2 Create a Court Validated Mark

The following command can be used to create a court-validated mark

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<create>
<mark xmlns="urn:ietf:params:xml:ns:mark-1.0">
<court>
<id>0000061234-1</id>
<markName>Example One</markName>
<holder entitlement="owner">
<org>Example Inc.</org>
<addr>
<street>123 Example Dr.</street>
<street>Suite 100</street>
<city>Reston</city>
<sp>VA</sp>
<pc>20190</pc>
<cc>US</ee>
</addr>
</holder>
<goodsAndServices>Dirigendas et eiusmodi
featuringinfringoin airfare et cartam servicia.
</goodsAndServices>
<refNum>234235</refNum>
<proDate>2009-08-16T09:00:00.0Z</proDate>
<ce>US</ee>
<courtName>P.R. supreme court</courtName>
</court>
</mark>
<period unit="y">5</period>
<document>
<docType>Other</docType>
<fileName>C:\\ddafs\\file.png</fileName>
<fileType>jpg</fileType>
<fileContent>YnjvbAo=</fileContent>
</document>
<label>
<alabel>exampleone</aLabel>
<smdInclusion enable="1"/>
<claimsNotify enable="1"/>
</label>
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<label>
<alabel>example-one</aLabel>
<smdInclusion enable="0"/>
<claimsNotify enable="1"/>

</label>
</create>
</command>

</tmch>
Remarks

court This means that you want to enter a court validated mark

id Unique reference that should start with the agents uid formatted in

6 digits left padded with zeros and ending in -1
markName Name of the mark as on the registration form

Holder entitlement Owner/Licensee/Assignee

org Name of the organization thatis the trademark holder

addr Address consisting out of :

street Street

city City

sp State/Province

pc Postal code

cc Country code (for the complete list see appendix 1)
goodsAndServices Copy of the complete description of goods and services
refNum Reference number of the court order

proDate The date of protection of the mark (YYYY-MM-DD)
CourtName Name of the court

Period unit The term of registration for a trademark record (1,3 or 5years)
docType Trademark - Licensee declaration/ Trademark - Assignee declara-

tion/Trademark - Copy of the court order

fileContent Content of the file, base64 encoded
alLabel ASCll representation of the label linked to the mark
Smdlinclusion Flag for sunrise services : the label will be included in the SMD file to

be used in sunrise

claimsNotify Flag for the claims services : registrants will be made aware of mark
existance, and you will receive notification on registration during
the initial period of general availability




5.3 Create statute or treaty

The following command can be used to create a statute or treaty mark

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<create>
<mark xmlns="urn:ietf:params:xml:ns:mark-1.0">
<treatyOrStatute>
<id>00000712423-1</id>
<markName>Example One</markName>
<holder entitlement="owner">
<org>Example Inc.</org>
<addr>
<street>123 Example Dr.</street>
<street>Suite 100</street>
<city>Reston</city>
<sp>VA</sp>
<pc>20190</pc>
<cc>US</ee>
</addr>
</holder>
<protection ruling="US">
<cc>US</ee>
</protection>
<goodsAndServices>Dirigendas et eiusmodi
featuringinfringoin airfare et cartam servicia.
</goodsAndServices>
<refNum>234235</refNum>
<proDate>2009-08-16T09:00:00.0Z</proDate>
<title>My Mark Title</title>
<execDate>2010-01-05T09:00:00.0Z</execDate>
</treatyOrStatute>
</mark>
<period unit="y">5</period>
<document>
<docType>Other</docType>
<fileName>C:\\ddafs\\file.png</fileName>
<fileType>jpg</fileType>
<fileContent>/9j/4AAQSKZJRgABAQEASABIAAD/2wWBDAP///1111TTHTTTTTTTTTTTTTTIIIIIIIIIIIIIIIIT
I R2wBDAS T
I T IWAARCAABAAEDASIA
AhEBAXEB/8QAFQABAQAAAAAAAAAAAAAAAAAAAAP/XAAUEAEAAAAAAAAAAAAAAAAAAAAA/BQAFAEB
AAAAAAAAAAAAAAAAAAAAAP/EABQRAQAAAAAAAAAAAAAAAAAAAAD/2gAMAWEAAREDEQA/AKAA/9k=
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</fileContent>

</document>

<label>

<alabel>exampleone</aLabel>
<smdInclusion enable="1"/>
<claimsNotify enable="1"/>

</label>
<label>

<alabel>example-one</aLabel>
<smdInclusion enable="0"/>
<claimsNotify enable="1"/>

</label>
</create>
</command>
</tmch>
Remarks
treatyorstatue This means that you want to enter a mark protected under statue of
treaty
id Unique reference that should start with the agents uid formatted in
6 digits left padded with zeros and ending in -1
markName Name of the mark as on the registration form
Holder entitlement Owner/Licensee/Assignee
org Name of the organization thatis the trademark holder
addr Address consisting out of :
street Street
city City
sp State/Province
pc Postal code
cc Country code (for the complete list see appendix 1)
goodsAndServices Copy of the complete description of goods and services
refNum Reference number of the mark
proDate The date of protection of the mark (YYYY-MM-DD)
Title Title of the statute or treaty
Period unit The term of registration for a trademark record (1,3 or 5years)
execdate Date of execution of the statue or treaty (YYYY-MM-DD)
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docType Trademark - Licensee declaration/ Trademark - Assignee declara-
tion/Trademark - Other

fileContent Content of the file, base64 encoded
alLabel ASCll representation of the label linked to the mark
Smdlnclusion enable Flag for sunrise services : the label will be included in the SMD

file to be used in sunrise

claimsNotify Flag for the claims services : registrants will be made aware of mark
existence, and you will receive notification on registration during the
initial period of general availability

5.3.1 Create mark response

When a markis successfully created the following XML messages will be returned
by theserver

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<creData>
<id>00000100010001390896163-1</id>
<crDate>2014-01-28T09:02:43.7Z</crDate>
<balance>
<amount currency="USD">57830.2500</amount>
<statusPoints>1407</statusPoints>
</balance>
</creData>
</resData>
<trID>
<svTRID>create-1390896163-5266</svTRID>
</trID>
</response>
</tmch>

Remarks

If the mark is created successfully the resulting response includes
1.The number of messages still pending
2.A balance section that contains the remaining currency and your status points
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6 Info Mark

Theinfo linked to a specific mark can be retrieved using the info command.
Depending on the request and the status of the mark the info can be formatted
in various different ways.

— Mimicking the create command
— In SMD format

— In base64 encoded SMD format
— In full SMD compatibility format

6.1 Info Mark command

The plain version of the info command will mimic the create command

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<info>
<id>00000712423-1</id>
</info>
</command>
</tmch>

Theresultisacomplete setofinfolinked toa markwith the given handle. The
followingexample relates to a registered trademark.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<infData>
<id>00071234-992</id>
<statuss="new"/>
<pouStatus s="notSet" />
<mark xmins="urn:ietf:params:xml:ns:mark-1.0">
<court>
<id>00071234-992</id>
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<markName>My name</markName>
<holder entitlement="assignee">
<name>Mr. Rep</name>
<org>Owner INC</org>
<addr>
<street>Jacobs Street</street>
<city>Bruges</city>
<sp>VA</sp>
<pc>8100</pc>
<cc>BE</cc>
</addr>
<voice x="1234">+1.32235523</voice>
<fax>+1.32235523</fax>
<email>j@bla</email>

</holder>
<goodsAndServices>BX-1421312-IRUNF-134</goodsAndServices>
<refNum>12345678</refNum>
<proDate>2009-08-16T00:00:00Z</proDate>
<cc>BE</cc>
<courtName>Court of Brussels</courtName>
</court>
</mark>
<label>
<alabel>my-name</aLabel>
<ulLabel>my-name</uLabel>
<smdInclusion enable="0" />
<claimsNotify enable="0" />
</label>
<label>
<alabel>myname</aLabel>
<uLabel>myname</uLabel>
<smdInclusion enable="0"/>
<claimsNotify enable="0" />
</label>
<crDate>2013-03-22710:42:06.0Z</crDate>
<upDate>2013-03-19700:32:45.9Z</upDate>
<exDate>2013-03-19T00:32:45.9Z</exDate>

</infData>
</resData>
<tr|D>
<svTRID>poll-1390900577</svTRID>
</triD>
</response>

</tmch>
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Please note that when the info command returns a successful result, the
response includes 3 blocks

+ the result block showing the command is executed successfully

+ themsgQ blockshowingthe number of pending messages ifthere areany
(ifnotthe block will not be added)

+ theresData block showing the markinfo

6.2 Info Mark SMD

If the mark has been approved, you will be able to download the SMD file
linked to the mark using the following command

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<info type="smd">
<id>000009812423-1</id>
</info>
</command>
</tmch>

The resultis an encapsulated SMD file

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<infData>
<id>0000015071387359953364-1</id>
<status s="verified" />
<smdld>000000000023234-2</smdld>
<smd:signedMark  xmlns:smd="urn:ietf:params:xml:ns:signedMark-1.0" id="_7f3b-6f8c-
5cf1-4fob-9187-21dd7d53c968"><smd:id>0000005071387359953364-1</smd:id><smd:issuerlnfo issuerlD
="1"><smd:org>Deloitte</smd:org><smd:email>smd-support@deloitte.com</ smd:email><smd:url>smd-
support.deloitte.com</smd:url><smd:voice>+32.20000000</smd:voice></smd:issuerinfo><smd:notBefor
e>2013-12-18T09:45:53.364Z</smd:notBefore><smd:notAfter>2014-05-02T22:00:00.000Z</smd:notAfter
><mark:mark xmins:mark="urn:ietf:params:xml:ns:mark-1.0"><mark:trademark><mark:id>000001136757
513215-1</mark:id><mark:markName>Example 3</mark:markName><mark:holder entitlement ="owner”
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><mark:org>Example  Inc.</mark:org><mark:addr><mark:street>123  Example  Dr.</mark:street>
<mark:street>Suite  100</mark:street><mark:city>Reston</mark:city><mark:sp>VA</mark:sp><mark:pc>
20190</mark:pc><mark:cc>LY</mark:cc></mark:addr></mark:holder><mark:contact type="agent">
<mark:name>jan jansen</mark:name><mark:org>CHIP</mark:org><mark:addr><mark:street>dw 37</
mark:street><mark:city>Leuven</mark:city><mark:pc>3000</mark:pc><mark:cc>BE</mark:cc></mark:
addr><mark:voice>+1.123</mark:voice><mark:fax>+2.457</mark:fax><mark:email>jan@ipclearingho
use.org</mark:email></mark:contact><mark;jurisdiction>LY</mark: jurisdiction><mark:class>35</
mark:class><mark:class>36</mark:class><mark:goodsAndServices>Dirigendas et eiusmodi
featuring infringo in airfare et cartamservicia.
</mark:goodsAndServices><mark:regNum>234235</mark:regNum><mark:r
egDate>2009-08-15722:00:00.000Z</mark:regDate><mark:exDate>2015-08-15T22:00:00.000Z</mark:
exDate></mark:trademark></mark:mark><ds:Signature  xmins: ds="http://www.w3.0rg/2000/09/
xmldsig#"1d="_32534634-384e-40b3-9c48-812c5a92f0ee"><ds:SignedInfo><ds:Canonicalization
Method Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/><ds:SignatureMethod Algorithm=
"http://www.w3.0rg/2001/04/xmld sig-more#rsa-sha256"/><ds:Reference URI="#_7f3b- 6f8c-5cf1-
4f6b-9187-21dd7d53c968" ><ds:Transforms><ds:Transform  Algorithm="http://www.w3.0rg/2000/
09/xmldsig# enveloped-signature”/><ds:Transform  Algorithm="http://www.w3.0rg/2001/10 /xml-
exc-c14n#"/></ds:Transforms><ds:DigestMethod  Algorithm="http://www.w3.0rg/2001/04/xmlenc#
sha256"/><ds:DigestValue>UOUfso/KISu9WEVqfX/TKcEoeuUWioT4A09neFsqmZg=</ds:DigestValue></ds
:Reference><ds:Reference URI="#_ebda5fd0-14e2-40fb-b973-06328b34f-c74"><ds:Transforms><ds
‘Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/></ds:Transforms><ds:
DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>kedEuC5r
uC2DeF9GFPQ3crkV+HWOIQCmCk7uX8uM13g=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds
:SignatureValue 1d="_c3d3ad97-f335-4694-b70b-7ac578eeb816">gvN4wbzEXfJOF-vdU)54/TdFANKuRfu
XsOBYjODIKNMnaXDOKAFDnEb1nMFfC7mU+lugjofeuHYz/AglrVMgKCatiiGIM7GHLIaz6 CfBWvQbRFAg2
3x)/tOoEcmtmg8QwOLYmMtwnfG2AhLfDJWCnV8PqJbGmxIt7k9jlhpPGIMYY=</ds:SignatureValue><ds:K
eylnfo  Id="_ebda5fd0-14e2-40fb-b973-06328b34f-c74"><ds:X509Data><ds:X509Certificate>MIIFQDC
CBKmgAwIBAgIEQDf7czANBgkghkiGOWOBAQUFADA/MQswCQYDVQQGEWJESZEMMA0GATUE
ChMDVERDMSIwIAYDVQQDEXIUREMgTONFUyBTeXNOZW10ZXNOIENBIEMB4AXDTEXMTEWMTEYMjAZ
M1oXDTEzMTEWMTEYNTAzM10owgYUxCzAJBgNVBAYTAKRLMSkw)wYDVQQKEyBJbmdlbiBvemdhbmlz
YXRvemlzayBOaWxrbnlObmluZzFLMCMGATUEBRMcUEIEOjkyMDgtMjAwWMIiOyLTczNTA40Tg1Nzk4
MjAkBgNVBAMTHVRIc3RWZX|zb24gMjgwMijc1MTc3MIBUZXNOC2VUMIGFMAOGCSqGSIb3DQEBAQUA
A4GNADCBIQKBgQCSx/24Ymnp6hOLnEKstqKbkzKbxWAtsp6McocgCCWkIX82QG)5N6Fqi8Ti20D0
DNxjIWORfQU/0t25mEmVXrXpcUcQEsidHs1nFx7Bz2EEFLOgs8)zDINQOfpTUU/dOLZzb/qr1EcT
aGtJyaRZzjJOGI7j0/K830Zqptu/0DgLzuQIDAQAB04IDAD CCAvWwDgYDVROPAQH/BAQDAEPAMCSG
ATUdEAQKMCKADzZIWMTEXMTAXMTIyMDMzWoEPMjAXMzExMDEXMjUwMzNaMEYGCCsGAQUFBwWEBBD ow
ODA2BggrBgEFBQcwAYYgaHROcDovL3RIc3Qub2NzcC5jZXJ0aWzZpa2FOLmRrL29jc3Avc3RhdHVz
MIIBNwYDVROgBIIBLjCCASowggEmBgoqgVCBKQEBAQECMIIBFjAvBggrBgEFBQCCARYjaHROcDov
L3d3dy5jZX|0aWZpa2FOLmRrL3]lcG9zaXRvenkwgel GCCsGAQUFBWICMIHVMAOWATREQzADAGEB
GOHGRmYyIGFudmVuzZGVsc2UgYWYgY2VydGImaWthdGVOIGImbGRIciBPQOVTIHZpbGviciwgQ1BT
IGINIE9DRVMgQ1AsIGRIciBrYW4gaGVudGVzIGZyYSB3d3cuY2VydGimaWthdC5kay9yZXBvc2l0
b3J5LiIBCZW3mcmssIGFOIFREQyBIZnRIciB2aWxr5X]IbmUgaGFyIGVOIG)IZ3LmbnNIdCBhbnN2
YXIgaWZ0LiBwecm9ImZXNzaW9uZWxsZSBwYXJ0ZXIuMBgGCWCGSAGG+EIBDQQLFgIQZX|zb25XZWiw
IAYDVRORBBkwFAEVc3VwcGydEBjZXJ0aWZpa2FOLmRrMIGXBgNVHR8EgY8wgYwwV6BVoFOKUTBP
MQswCQYDVQQGEwJESZEMMA0GATUEChMDVERDMSIWIAYDVQQDEXIUREMgTONFUyBTeXNOZW10ZXNO
IENBIEJMQ4wDAYDVQQDEWVDUkwyOTAxoC+gLYYraHROcDovL3RIc3QuY3JsLm9jZXMuY2VydGIm
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aWthdC5kay9vY2vzLmNybDAfBgNVHSMEGDAWgBQCmMAIHGkw4uRDFBCIbSfROEGrMAABENVHQAE
FEQURAfxTv2jdk9Ztak8CBikXRbWjww(CQYDVROTBAIWADAZBgkghkiGINOHQQAEDDAKGWRWNy4x
AwIDGDANBgkghkiGOWOBAQUFAAOBEQBUVfdxcBlo8vsxGVtF22WKIWFskcWjlUhKbGlyjcppfWgs
nZ5iDy5TiIGY/huT/7Sgn]bjnpN6EEa6UGXUbUzdth50P7qBQkvKnOKIyuGftcgV8XjadGwZos

6F6NzgAXCReC2kwuuN44zrjz3fj7dA26QGpimCJWzv5zRyW3Ng==</ds:X509Certificate><ds:X509Certificate>MIIE

XTCCA8agAwIBAgIEQDYX/DANBgkghkiGOWOBAQUFADA/MQswCQYDVQQGEwW)ESZEMMA0GATUE
ChMDVERDMSIwIAYDVQQDEXIUREMgTONFUyBTeXNOZW10ZXNOIENBIEJMB4XDTAOMDIYyMDEZNTEQ
OVoXDTM3MDYyMDEOMjEOOVowPzELMAKGATUEBhMCREsxDDAKBgNVBAOTATREQzEIMCAGATUEAXMZ
VERDIE9DRVMgU3IzdGVtdGVzdCBDQSBJSTCBNzANBgkghkiGOWOBAQEFAAOBjQAwgYkCgYEArawA
NI56sljDsnosDU+Mp4r+RKFys9c5qy8jWZyA+7PYFs4+ZcFxnbNuHi8aAch SFOUJFOPGPNgPELN
C+XAK7p16iawNTYpMkHmM2VoInNfwWEj/wGmtb4rKDT2a7auGk76q+Xdgnnod4PRO8e 7AKEHW7pN3k
iHMZCI48PTRpRx8CAWEAAQO CAMQwgglgMABGATUdEWEB/WQFMAMBAf8wDgYDVROPAQH/BAQDAEEG
MIIBAWYDVROgBIH7MIH4MIH1BgkpAQEBAQEBAQEwgecwLwYIKwYBBQUHAgEWI2h0dHA6LY93d3cu
Y2VydGlmaWthdC5kay9yZXBvc2l0b3)5MIGzBggrBgEFBQCCA|CBPjAKFgNUREMWAWIBARGBITRE
QyBUZXNOIENIcnRpZmIrYXRIciBmcmEgZGVubmUgQOEgdWRzdGVkZXMgdW5kZXIgTOIEIDEUMS4x
LjEuMS4xLjEuMS4xLEulFREQyBUZXNOIENIcnRpZmljYXRIcyBmcm9tiHRoaXMgQOEgYXIIGlz
c3VIZCB1bmRIciBPSUQgMSAXLJEuMSAXLiEUMSAXLEUMSAWEQY)YIZIAYb4QgEBBAQDAgAHMIGW
BgNVHR8EgY4wgYswVqBUoFKkUDBOMQswCQYDVQQGEwWJESZEMMA0GATUEChMDVERDMSIWIAYDVQQD
ExXIUREMgTONFUyBTeXNOZW10ZXNOIENBIEIJMQOwCwYDVQQDEWRDUkwxMDGgL6AthitodHRwOI8v
dGVzdC5jcmwub2NIcy5jZXJ0aWZpa2FOLmRrL29jZXMuY3JsMCsGATUdEAQkMCKADzIwMDQwMjlw
MTMTMTQ5WoEPMjAzNzA2MjAXNDIXNDIaMB8GA1UdIwQYMBaAFByYCUcaTDISEMUEKVvX9E6Aasx+
MBOGA1UdDgQWBBQcmAIHGkw4uRDFBCIb8fROgGrMfjAdBgkghkiGInOHQQAEEDAOGWhWNi4wOjQu
MAMCBJAWDQYJKoZIhveNAQEFBQADgYEApyoAjiKqeWK5XaKWUpVskutzohv1VcCke/3JeUVimB+b
yex)MC171s4RHoqcbufcl2ASVWwu84i45MaKg/nxoqojMyY19/W2wbQFEdsxUCnLa9e9tIWjoxS/
AaKeUhk2MBOgqv+hMdc71j0qc5N7T2Ba6ZRIY5uXkO31GZ3XUsw=</ds:X509Certificate></ds:X509Data></
ds:KeyInfo></ds:Signature></smd:signedMark>
</infData>
</resData>
<tr|D>
<svTRID>info-smd-1390989266</svTRID>
</trID>
</response>

</tmch>
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6.3 Info Mark encoded SMD

Alternative format is an encapsulated base64 encode SMD file

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<info type="enc">
<id>00000715623-1</id>
</info>
</command>
</tmch>

The resultis a complete set of info linked the mark with the given handle

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<infData>
<id>0000014361387359953082-1</id>
<status s="verified" />
<smdld>000000000023234-2</smdld>
<smd:encodedSignedMark xmIns:smd="urn:ietf:params:xml:ns:signedMark-1.0">PD94bWw-
gdmVyc2Ivbj0iMS4wliBIbomNvZGluZz0iVWRGLTgiPz4KPHNtZDpzaWduZWRNYX]rIHht
bG5zOnNtZD0idXJuOmlldGY6cGFyYW1zOnhtbDpuczpzaWduZWRNYXJrLTEUMClgaWQIlI8yYTR|
MDY3ZCOwYzRKLTQ50GMtOWE2MC0zN2M5NjEyNTQxZDMiPjxzbWQ6aWQ+MDAWMDAWNDM2MTM4
NzM1
OTk1MzA4Mi0xPC9zbWQ6aWQ+PHNtZDppc3N 12X|JbmZvIGlzc3VIckIEPSIXIj48c21kOm9yZz5E
ZWxvaXR0ZTwvc21kOm9yZz48c21kOmVtYWIsPnNtZC1zdXBwb3J0QGRIbGIpdHRILMNvbTwvc21k
OmVtYWIsPjxzbWQ6edXJsPnNtZC1zdXBwhb3JOLmRIbGOpdHRILMNvb Twvc21kOnVybD48c21kOnZv
aWNIPiszMidyMDAWMDAwWMDwvc2 1kOnZvaWNIPjwvc21kOmlzc3VickluZm8+PHNtZDpub3RCZWZv
cmU+MjAXMy0xMiOxOFQWOToONTo 1My4wODJaPC9zbWQ6bm90QmVmb3]IPjxzbWQebm90QWZ0ZXI+
MjAXNCOWNSOwMIQyMjowMDowMC4wMDBaPC9zbWQ6bm90QWZ0ZXI+PG1hcmsebWFyayB4bWxucz
pt  YXJrPSJ1cm46aWVOZjpwYXJhbXM6eG1sOm5z0m1hecmstMS4wlj48bWFyazpOcmFkZW1hems+PG1Th
cms6aWQ+MDAWMDAXMTM2NzU3NTA2NzQtMTwvbWFyazppZD48bWFyazptYX]r TmFtZT5FeGFtcGxl
[EQuZTwvbWFyazptYXJrTmFtZT48bWFyazpob2xkZXIgZW50aXRsZW11bnQ9Im93bmVylj48bWFy
azpvemc+RXhhbXBsZSBJbmMuPCOtYXJrOm9yZz48bWFyazphZGRyPjxtYXJrOnNOcmVIdD4xMjMg
RXhhbXBsZSBEci48L21hcmsbc3RyZWVOPjxtYX]JrOnNOcmVIdD5TdWIOZSAXMDAS8L2 1hcms6c3Ry
ZWVOPjxtYXJrOmNpdHk+UmVzdGOuPCOtYXJrOmNpdHk+PGThecms6c3A+VKESL21hcmsbc3A+PG1h
cms6cGM+MjAXOTA8L21hemsbcGM+PGThems6Y2M+Q088L21hcmsbY2M+PCIotYXrOmFkZHI+PCOt
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YXJrOmhvbGRIcj48bWFyazpjb250YWNOIHR5cGU9IMFnZW50l1j48bWFyazpuYW1IPmphbiBqYW5z
ZW48L2ThecmsbbmFtZT48bWFyazpvemc+QOhJUDwvbWFyazpvemc+PGThems6YWRKcj48bWFyazpz
dHJIZXQ+ZHZ2IDM3PCOtYX]rOnNOcmVIdD48bWFyazpjaXR5PkxldXZIbjwvbWFyazpjaXR5Pjxt
YXJrOnBjPjMwWMDA8L21hcms6cGM+PGThcmseY2M+QkU8L2ThecmseY2M+PCOtYXJrOmFkZHI+PG1h
cms6dm9pY2U+KzEuMTIzPCOtYX]rOnZvaWNIPjxtYXJrOmZheD4rMidONTc8L21hecms6ZmF4Pjxt
YXJrOmVtYWIsPmphbkBpcGNsZWFyaW5naG91c2Uub3JnPCotYX]rOmVtYWIsPjwvbWFyazpjb250
YWNOPjxtYXJrOmp1cmlizZGlidGlvbj5DTzwvbWFyazpqdXJpc2RpY3Rpb24+PGThems6Y2xhc3M+
MzU8L21hcms6Y2xhc3M+PGThecmseY2xhc3M+MzY8L21hcms6Y2xhc3M+PG1hecms6Z29vZHNBbmRT
ZXJ2aWNlcz5EaX]pZ2VuZGFzIGVOIGVpdXNth2RplGZIYXR1cmluZyBpbmZyaW5nbyBpbiBhaX)m
YXJIIGVOIGNhcnRhbSBzZXJ2aWNpYS4KICAgICAgICAgICAgICAgICAICA8L2 Thecms6Z29vZHNB
bmRTZX)2aWNIcz48bWFyazpyZWdOdWO0+MjMOMjM1PCOtYX]rOn)IZ051bT48bWFyazpyZWAEYXRI
PjlwMDktMDgtMTVUMjlI6MDA6MDAUMDAWWjwvbWFyazpyZWAEYXRIPjxtYXJrOmV4RGFOZT4yMDE1
LTA4ALTE1VDIyOjAWOjAWLJAWMFo8L21hcms6ZXhEYXRIPjwvbWFyazpOcmFkZW 1Thecms+PCOtYX)r
Om1hecms+PGRzOINpZ25hdHVyZSB4bWxuczpkczOiaHROcDovL3d3dy53MySvemcvMjAwMC8wOS94
bWxkc2InlylgSWQIIIB0OTFIMWMONS02MTkzLTQTNGItOGM5Mi1mNDAzZjFIMzcOMZzAIPjxkczpT
aWduzZWRJbmZvPjxkczpDYW5vbmljYWxpemFO0aW9uTWV0aGOkIEFsZ29yaXRobTOiaHROcDovL3d3
dy53My5vemcvMjAWMS8XxMC94bWwitZXhjLWMxN G4li8+PGRzOINpZ25hdHVyZU11dGhvZCBBbGdv
cml0aG09IMh0dHAG6LY93d3cudzMub3jnLzlIwMDEVMDQVeG1sZHNpZy1th3)l13)zYS1zaGEYNTYi
Lz48ZHMBUMVmZX]IbmNIIFVSSTOil18yYTRiMDY3ZCOwYzRKLTQ50GMtOWE2MC0zN2M5NjEyNTQx
ZDMiPjxkczpUcmFuc2Zvem1zPjxkczpUcmFuc2Zvem0gQWxnb3Jpd GhtPSjodHRwOI8vd3d3Lncz
Lm9yZy8yMDAwLzA5L3htbGRzaWcjZW52ZWxvcGVKLXNpZ25hdHVyZSIvPjxkczpUcmFuc2ZvemOg
QWxnb3JpdGhtPSjodHRwOIi8vd3d3LnczLm9yZy8yMDAXLzEwL3htbC1leGMtYzEObiMiLz48L2Rz
OIRyYW5zZm9ybXM+PGRzOkRpZ2VzdE 11dGhvZCBBbGdveml0aG09Imh0dHA6Ly93d3cudzMub3jn
LzZIwMDEVMDQveG1sZW5jI3NoYTI1NilvPjxkczpEaWdlc3RWYWx1ZT42WDILUI05Z205¢2VsRjN3
VIN2TXM5bGZQQnlUdkEzeUpBemh3ZWg4Z3RzPTwvZHMBERGINZXNOVmFsdWU+PC9kczpSZWZIcmVu
Y2U+PGRzOlJIZmVyZW5jZSBVUKkIIINfZjhjODE4Y2MtZTQwZi000TIALWIWMDCctNzdiZj150Gm
MWE41j48ZHM6VH]hbnNmb3Jtcz48ZHM6EVH]hbnNmb3JtIEFsZ29yaXRobTOiaHROcDovL3d3dy53
My5vemcvMjAWMS8XMCI4bWwtZXhjLWMxN G4jli8+PCOkczpUcmFuc2Zvem1zPjxkczpEaWdIc3RN
ZXRob2QgQWxnb3JpdGhtPSjodHRwOI8vd3d3LnczLm9yZy8yMDAXLzAOL3htb GVuYyNzaGEyNTYi
Lz48ZHM6RGINZXNOVmMFsdWU+YnB5TDAWMGZCUQJSWEC4RTBydKEOSU9XK3pUdHFxbjJsSTERHUWNZ
MIVmMDO8L2RzOkRpZ2VzdFZhbHVIPjwvZHME6UmVmZX|IbmNIPjwvZHM6U2InbmVkSW5mbz48ZHM6
U2InbmFOdXJIVmFsdWUgSWQIIISIODVkZDMxYy1hMDZLTQ2MDMtYTczOCOOMzNmMzUXMTA4N ki
PIY3KzdjWUdTYIA5bCsTNEXPHTBIQW1Vd05CLOSWNHhiWloyaOJKUGRGNTE3aHIgRHkwYnpYZzg4
NytKeE1rdTNRcUQyUFBEa3RaMGEKUmMS5DYjJoUWJqOXB1QndKdVFOTEs1U3doZ3ZVcno3cl]Xem5G
M2Zpb0UxMVpYYT1US5TEp4TGI2SVV0eWcrdkI3UDF1eEFPVY8OR|ITdApwR111TFgrQ3YzMFBZanpP
Q2YwPTwvZHM6U2InbmFOdX]IVmFsdWU+PGRzOktleUluZm8gSWQ9II9mOGMAMThjYy1INDBmMLTQS5
MjgtYjAwNy03N2JmMijk4YmYxYTgiPjxkczpYNTASRGFOYT48ZHM6WDUWOUNIcnRpZmIjYXRIPK1)
SUZRRENDQkttZ0F3SUJBZOIFUURMN2N6QUS5CZ2txaGtpRzI3MEJBUVWGQURBLOTRc3dDUVIEVIFR
ROV3SkVTekVNTUFVROEXVUUKQ2hNRFZFUKRNUOI3SUFZRFZRUURFeGXVUKVNZ1QwTkZVeUJUZVhO
MFpXMTBaWE4wSUVOQKIFbEpNQjRYRFRFeET1URXANVEV5TWpBegpNMWIYRFRFek1URXANVEVSTIRB
ek0xb3dnWW4Q3pBSkInTIZCQVIUQWLSTE1Ta3dKd 1IEVIFRSOV5QkpibWRsYmICdmNtZGhibWx6
CllYUnZjbWx6YXICMGFXeHJibmwwYm1sdVp6RkxNQOTHQTFVRUJSTWNVRWxXFT2preU1EZ3RNakF3
TWkweUxUY3pOVEEOT1RNMU56azQKTWpBa0JnTIZCQU1USFZSbGMzUndaWEp6Y|jl0Z01gZ3dNamMx
TVRjM01pQIVaWE4wYz)WdU1JR2ZNQTBHQTNXRTNJY;NEUUVCQVFVQQpBNEdOQURDQMIRSOJNUUNT
eC8yNFItbnA2aEIMbKVLc3RxS2JrektieFdBAHNwWNk1jb2NnQONXa0lYODJRRO0 1 TjZGcWk4VGky
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MEQwCKROeGpsVzBSZIFVLO9OMjVERWTWWH]YcGNVY1FFc2IkSHMxbkZ4N0J6MKVFRkwwZ3M4SnpE
aUSROWZWVFVVL2RPTFp6YioxcjFFY1QKYUdOSnIhUIpgSk9HbDdgTy9LODNVWnFwdHUVMERNTHp1
UUIEQVFBQM80SURBRENDQXZ3dORNWURWU]BQQVFILOJBUURBZ1AOTUNzRWpBMVVKRUFRa01DSOFE
ekI3TVRFeETUQXhNVEISTURNeldvRVBNakFATXpFeE 1ERXhNalV3TXpOYU1FWUdADQ3NHQVFVRKJ3
RUJCRG93CkIEQT)CZ2dyQmdFRKJRY3dBWVIXYUhSMGNEB3ZMM1)sYzNRdWIyTnpjQzVgWIhKMGFX
WnBhMKYwWTG1SckwyOWpjMOF2YzNSaGRIVnoKTUIJQk53WURWUjBNnQkl)QkxqQONBU293Z2dFbU)n
b3FnVKNCS1FFQkFRRUNNSUICRmpBdk|nZ3JCZOVGQIFQOFSWWphSFIwYORvdgpMM2QzZHk1alpY
SjBhV1pwYTJGMExtUn)MMOpsY0Oc5emFYUnZjbmt3Z2VJRONDcOdBUWGQnd)QO1JSFZNQWIOXQTFS
RVF6QURBZOVCCkdvSEdASbTISSUdGAWRtVNnVaR1ZzYz)VZ1IXWWdZMIZ5ZEdsbWFXdGhkR1YwSUdm
bWJHUmMXxjaUJQUTBWVEIIWNBIR3ZsY2I3Z1ExQIQKSUc5bkIFOURSVKTnUTFBcOIHUMXxjaUJyWVc0
Z2FHVnVKR1Z6SUdaeVITQNKM2NTWT)WeWRHbG1hV3RoZEM1a2F50XIaWEJ2YzJsMApiM0o1TGIC
Q1pXM21jbXNzSUdGMEIGUKVReUJsWm5SbGNpQjjhV3hyNVhKbGJtVWdhROZ5SUdWMEIHSmxaMOxt
Ym50bGRDQmhibk4yCllYSWdhV1owTGICd2NtOW1aWES6YVc5dVpXeHNaU0)3WVhKMFpYSXVNQmdH
Q1dDRINBROcrRUICRFFRTEZnbFFaWEp6Y]l1WFpXSXcKSUFZRFZSMFJCQmt3RjRFYmMzVndjRzI5
ZEVCalpYSjBhV1pwYTJGMExtUnJNSUdYQmdOVkhSOEVNWTh3Z113d1Y2QIZvRkOrVWRCUApNUXN3
Q1FZRFZRUUdFdOpFU3pFTU1Bb0dBMVVFQ2hNRFZFUKRNUOI3SUFZRFZRUURFeGXVUKVNZT1QwWTkZV
eUJUZVhOMFpXMTBaWE4wCkIFTk|JRWxKTVEOdORBWURWUVFERXdWRFVrd3IPVEF4bOMrZ0xZWX)h
SFIwYORvdkwzUmxjM1FTWTNKcOxtOWpaWE11WT)WeWRHbGOKYVd0aGRDNWtheTI2WT)WekxtTnli
REFMQmdOVKhTTUVHREFXZ0JRY21BbEhHa3c0dVJERK|DbGI4ZI)PZ0dyTWZqQWRCZO5WSFEORQPG
Z1FVUjRmanhUdjjqZGs5WnRhazhDQmIrWFiV2p3dONRWURWUBUQKFJdOFEQVpCZ2txaGtpRzlu
MEhRUUFFRERBS0d3UIdOeTR4CkF3SURXREFOQmdrcWhraUc5dzBCQVFVRKFBTOJnUUJVdmZkeGNC
SW84dnN4R3Z0RjlyV2tpV0Zza2NXamxVaEtiR0I5amNwcGZXcVMKblo1aURSNVQ5aUIHWS90dVQv
N1Nnbkpiam5wTjZFRWE2VXFYVW)VemR0aDVPUDdxQIFrdktuT2tjeXVHamZ0Y3FWOFhqYTRHd1pv
cwo2RjZ0enFBWENSZUMya3d1dU40NHpyanozZmo3ZEEyNIFHcGItQOpXenY1el)5VzZNOZz09PC9k
czpYNTA5Q2VydGImaWNhdGU+PGRzOIg1MDIDZXJ0aWZpY2FOZT5NSUIFWFRDQOE4YWdBdOICQWd|
RVFEWVgVREFOQmdrcWhraUc5dzBCQVFVRKFEQSINUXN3Q1FZRFZRUUAFAOpFU3pFTU1BbOdBMVVF
CkNoTURWRVJETVN]dOIBWURWUVFERXhsVVJFTWdUMESGVXICVGVYT]BaVzEwWIhOMEIFTK]JRWxXK
TUIOWERUQTBNREISTURFek5URTAKT1ZWWERUTTNNRFISTURFME1gRTBPVM93UHpFTE1Ba0dBMVVF
QmhNQ1JFc3hEREFLQMAOVK|Bb1RBMVJFUXpFaU 1DQUABMVVFQXhNWgpWRVJESUUSRFWTWdAVM2x6
ZEdWdGRHVnpkQOJEUVNCSINUQOJuekFOQmdrcWhraUc5dzBCQVFFRKFBTOJqUUF3Z1IrQ2dZRUFy
YXdBCk5JNTZzbGpEc25vcORVKOT1WNHIrUktGeXM5YzVxeThqV1p5QSs3UFIGezQrSVpjRnhuYk51
SGk4YUFYINGT1VKR]BQR3BOZ1BFdE4KYytYQUs3cDE2aWF3TIRZCE 1rSGOyVm9Jbk5md1dFaio3
R210YjRySORUMmME3YXVHazc2cStYZHFubm80UFJPOGU3QUtFSHc3cE4zawppSG1aQ0kOOFBUUNBS
eDhDQXdFQUFhTONBbVF3Z2dKZ01BOEdBMVVKRXdFQi93UUZNQU1CQWY4dORNWURWUBQQVFILOJB
UURBZOVHCk1)SUJBd1IEVIIwZ0J)SDANSUg0TUIIMUJna3BBUUVCQVFFQKFRRXdnZWN3THdZSUt3
WUJCUVVIQWdFVOkyaDBKSEE2THk5M2QzY3UKWT)WeWRHbG1hV3RoZEM1a2F50XIaWE|2Yz)sMGIz
SJVNSUd6QmdnckJnRUZCUWNDQWpDQNnBgQUtGZ05VUKVNAOF3SUJBUNFChDFSRQpReUJVWIhOMEIF
TmxjbljwWm1scllYUmxjaUJtY21FZ1pHVnVibVWWnUTBFZ2RXUnpkR1ZrWIhNZ2RXNWtaWEINVDBs
RUIERXVNUZzR4CkxqRXVNUzR4TGpFdU1TNHhMakV1SUZSRVF5QIVaWE4wSUVObGNuUNnBabWxqWVhS
bGN5QmM1jbTIOSUhSb2FYTWARMEVNWVhKbEIHbHOKYZNWbFpDQjFibV)sY2ICUFNVUWANUZzRATGpF
dU1TNHhMakV1TVMOeExgRXVNUZzR3RVFZSIIWkIBWWIOUWdFQkJBUURBZOFITUIHVWpCZO5WSFI4
RWdZNHdAnWXN3VnFCVYWIGS2tVREJPTVFzZdONRWURWUVFHRXdKRVNGRUTNQWIHQTFVRUNOTURWRY
JE TVNJdOIBWURWUVFECKV4bFVSRU1nVDBORIV5QIRIWE4wWIcxMFpYTjBJRUSCSUVSSk1RMHADdA 11E
VIFRREV3UkRVa3d4TURHZOw2QXRoaXRvZEhSd09pOHYKZEdWemRDNWpjbXd1YjJObGNSNWpaWEow
YVdacGEyRjBMbVJyTDI5alpYTXVZMOpz TUNzZROEXVWRFQVFrTUNLQURESXANRFF3TWpJdwpNVEOX
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TVRRNVAVRVBNakF6TnpBMk1qQXhOREI4TkRsYU1COEdBMVVKSXdRWU1CYUFGQNIZQ1VjYVREaTVF
TVVFS1Z2eDIFNkFhc3grCk1 CMEdBMVVKRGARVOJCUWNEQWxXIR2t3NHVSREZCQ2xiOGZST2dHckTm
akFkQmdrcWhraUc5bjBIUVFBRUVEQUIHA2hXTmk0d09qUXUKTUFNQOJKQXAEUVIKS29aSWh2Y05B
UUVGQIFBRGAZRUFweW9BamILcTZXSzVYYUtXVXBWc2t1dHpvaHYXVmNDa2UvMOpIVVZ0bUIrYgp5
ZXhKTUMxXNzFzNFJIb3FYnVmYOkyQVNWV3d1ODRpNDVNYUtnL254b3Fvak15WTE5L1cyd2JRRKVK
c3hVQ25MYTIIOXRsV2oweFMvCkFhS2VWaGsyTUJPcXYraE1kYzexak9xYzVKTjdUMKJhNIpSSVKT
dVhrTzNJR10zWFVzdz08L2RzOlg1MDIDZXJ0aWZpY2F0ZT48L2RzOlg1MDIEYXRhPjwvZHM6S2V5
SW5mbz48L2RzOINpZ25hdHVyZT48L3NtZDpzaWduZWRNYX]rPg==
</smd:encodedSignedMark>
</infData>
</resData>
<trID>
<sVTRID>info-smd-1390988225</svTRID>
</trID>
</response>
</tmch>
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6.4 Info Mark file

Last format is equivalent to the web interface download. It includes the header
section and the begin and end tags to the encapsulated base64 encode SMD
file. Please note that the header section is a reference section only. As such, it
should not be used to extract information.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<info type="file">
<id>00000715423-1</id>
</info>
</command>
</tmch>

The resultis a complete set of info linked the mark with the given handle

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<infData>
<id>00000113675751323-1</id>
<smdld>000000000023234-2</smdld>
<status s="verified" />
<>Marks: Example One smdID: 0000004951387359953170-1
U-labels: example-one
notBefore: 2013-12-18T09:45:53.0Z
notAfter: 2014-05-02T22:00:00.0Z

PD94bWwgdmVyc2lvbj0iMS4wliBIbmNvZGluZz0iVVRGLTgiPz4KPHNtZDpzaWduZWRNYX]rIHht
bG5zOnNtZD0idXJuOmlldGY6cGFyYW1zOnhtbDpuczpzaWduZWRNYXJrLTEUMCIgaWQOII8XxMmE1
MTA1Yy1ThMTQ1LTQOMzQtOWUyYi04Nm)jZDK5NzkxNWMiPjxzbWQ6aWQ+MDAWMDAWNDKTMTM4Nz
M1

OTk1MzE3MCOXPC9zbWQ6aWQ+PHNtZDppc3N12X]Jbm2zviGlzc3VIckIEPSIXIj48c21kOm9yZz5E
ZWxvaXR0ZTwvc21kOm9yZz48c21kOmVtYWIsPnNtZC1zdXBwb3J0QGRIbGIpdHRILMNvbTwvc21k
OmVtYWIsPjxzbWQ6edXJsPnNtZC1zdXBwhb3JOLmRIbGOpdHRILMNvb Twvc21kOnVybD48c21kOnZv
aWNIPiszMidyMDAWMDAwWMDwvc21kOnZvaWNIPjwvc21kOmlzc3VickluZm8+PHNtZDpub3RCZWZv
cmU+MjAXMy0xMiOxOFQWOToONTo 1My4xNzBaPC9zbWQ6bm90QmVmb3)JIPjxzbWQ6bm90QWZ0ZXI+
MjAXNCOWNSOwMIQyMjowMDowMC4wMDBaPC9zbWQ6bm90QWZ0ZXI+PG1hcmsebWFyayB4bWxucz
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pt  YXIrPSJ1cm46aWV0ZjpwYXJhbXM6eG1sOm5z0m1hecmstMS4wlj48bWFyazpOcmFkZWThecms+PG1h
cms6aWQ+MDAWMDAXMTM2NzU3NTEzMjMtMTwvbWFyazppZD48bWFyazptYXJrTmFtZT5Fe GFtcGx|
[EQuZTwvbWFyazptYXJrTmFtZT48bWFyazpob2xkZXIgZW50aXRsZW11bnQ9Im93bmVylj48bWFy
azpvemc+RXhhbXBsZSBJbmMuPCOtYX]rOm9yZz48bWFyazphZGRyPjxtYXJrOnNOcmVIdD4xMjMg
RXhhbXBsZSBEci48L21hcmsbc3RyZWVOPjxtYXJrOnNOcmVIdD5TdWI0ZSAXMDASBL21hcms6c3Ry
ZWVOPjxtYXJrOmNpdHk+UmVzdGOuPCOtYXJrOmNpdHk+PGThcms6c3A+VKE8L2Thcms6c3A+PG1h
cms6cGM+MjAXOTA8L2ThecmsbcGM+PGThems6Y2M+TFk8L21hecms6Y2M+PCOtYX)rOmFkZHI+PCOt
YXJrOmhvbGRIcj48bWFyazpjb250YWNOIHR5cGU9IMFnZW501j48bWFyazpuYW1IPmphbiBqYW5z
ZW48L2ThecmsbbmFtZT48bWFyazpvemc+QOhJUDwvbWFyazpvemc+PGThems6YWRkcj48bWFyazpz
dHJIZXQ+ZHZ2IDM3PCOtYX]rOnNOcmVIdD48bWFyazpjaXR5PkxIdXZIbjwvbWFyazpjaXR5Pjxt
YXJrOnBjPjMwWMDA8L21hcms6cGM+PGThems6Y2M+QkU8L21hecms6Y2M+PCOtYXJrOmFkZHI+PGTh
cms6dm9pY2U+KzEuMTIzPCOtYX]rOnZvaWNIPjxtYXJrOmZheD4rMidONTc8L21hecms6ZmF4Pjxt
YXJrOmVtYWIsPmphbkBpcGNsZWFyaW5naG91c2Uub3JnPCotYXrOmVEYWIsPjwvbWFyazpjb250
YWNOPjxtYXJrOmp1cmlzZGljdGIvbj5MWTwvbWFyazpqdXJpc2RpY3Rpb24+PGThecms6Y2xhc3M+
MzU8L21hcms6Y2xhc3M+PGThecmseY2xhc3M+MzY8L21hcms6Y2xhc3M+PG1hecms6Z29vZHNBbmMRT
ZXJ2aWNIcz5EaX]pZ2VuZGFzIGVOIGVpdXNtb2RplGZIYXR1cmluZyBpbmZyaW5nbyBpbiBhaX)m
YXJIIGVOIGNhenRhbSBzZX)2aWNpYS4KICAgICAgICAgICAgICAGICAGICABL21hecms6Z29vZHNB
bmRTZXJ2aWNIcz48bWFyazpyZWdOdWO+MjMOMjM1PCItYXJrOn)IZ051bT48bWFyazpyZWAEYXRI
PjlwMDktMDgtMTVUM;l6MDA6MDAUMDAWWjwYbWFyazpyZWAEYXRIPjxtYX)rOmVARGFOZT4yMDE1
LTA4LTE1VDIyOjAWO]AWLJAWMF08L2 Thecms6ZXhEYXRIPjwvbWFyazpOcmFkZW1hcms+PCOtYX]r
Om1hecms+PGRzOINpZ25hdHVyZSB4bWxuczpkcz0iaHROcDovL3d3dy53My5vemcvMjAWMC8wOS94
bWxke2InlylgSWQIII9)YmQxY2UwYSThM2NILTQTNmUtYmY3YSOOMmQWNDRjMTg4NjMiPjxkczpT
aWduzZWRJbmzvPjxkczpDYW5vbmljYWxpemF0aW9uTWV0aGOkIEFsZ29yaXRobTOiaHROcDovL3d3
dy53My5vemevMjAWMS8XxMC94bWwitZXhjLWMxN G4li8+PGRzOINpZ25hdHVyZU 11dGhvZCBBb Gdv
cml0aGO9IMh0dHA6LY93d3cudzMub3jnLzIwMDEVMDQveG1sZHNpZy1tb3)I3JzYS1zaGEyNTYi
Lz48ZHMEUmMVmMZXJIbmNIIFVSSTOil18xMmETMTATYyThMTQ1LTQOMzQtOWUyYYi04NmJjZDk5Nzkx
NWMiPjxkczpUcmFuc2Zvem1zPjxkezpUemFuc2Zvem0gQWxnb3JpdGhtPSjodHRwOi8vd3d3Lncz
Lm9yZy8yMDAWLzASL3htbGRzaWcjZW52ZWxvcGVKLXNpZ25hdHVyZSIvPjxkczpUcmFuc2ZvemOg
QWxnb3JpdGhtPSJodHRwOIi8vd3d3LnczLm9yZy8yMDAXLzEwL3htbC1leGMtYzEObiMiLz48L2Rz
OIRyYW5zZm9ybXM+PGRzOkRpZ2VzdE 1ldGhvZCBBbGdveml0aGO9ImhO0dHAGLY93d3cudzMub3jn
LzZIwMDEVMDQveG1sZW5jI3NoYTI1NilvPjxkczpEaWdlcSRWYWx1ZT41YUF6bUp 1VOVWVQWItd2tK
UWNobW1LKzINck9hM0orSFQzUyt1aGhnK3pFPTwvZHMERGINZXNOVmMFsdWU+PCOkczpSZWZlcmVu
Y2U+PGRzOlJIZmVyZW5jZSBVUKkIIINfYzQ4M2M2YJANTJiMi00ZDQWLTKTNWUtYzA4NzNjMmQO
MTRIilj48ZHM6VH]hbnNmb3Jtcz48ZHM6VH]JhbnNmb3JtIEFsZ29yaXRobTOiaHROcDovL3d3dy53
My5vemcvMjAWMS8XMCI4bWwtZXhjLWMxN G4jli8+PCOkczpUcmFuc2Zvem1zPjxkczpEaWdIc3RN
ZXRob2QgQWxnb3JpdGhtPSjodHRwOI8vd3d3LnczLm9yZy8yMDAXLzAOL3htb GVuYyNzaGEyNTYi
Lz48ZHM6RGINZXNOVmMFsdWU+bGVNYktJU3p1dy9BSjhYcOxuem)SeldEQOtrOERSVZZtdVJPWW43
UzJmODO08L2RzOkRpZ2VzdFZhbHVIPjwvZHM6UMVmMZXJIbmNIPjwvZHM6U2InbmVkSW5mbz48ZHM6
U2InbmFOdXJIVmFsdWUgSWQ9II9ShODY3M2YxMCOyMjESLTRhYmEtODUOZi02MjljMTgOMzRmNGEi
Pmd0ZzjBXWDR6cW1ThNkN3VzZRWMIJICOREWINTMIVWZXM2VTVObzdrRksxWINoa2)qVnhWMnJEVytH
VVBgWWNRcXVIdWhiTOFTWkxITksKVFowVnIPKzFnL3BUWmMQORXpVcIMOQVdvSTNhUEI1¢cjB6QmMNV
eThzZ3dEcHQTUOF5SIhHWjJOQnR6a1B1R0Thd0I1SFp5UGRSZzhCNApkZXcrMFV2dIVKNjd6c3MO
RDRNPTwvZHM6U2InbmFOdX]JIVmFsdWU+PGRzOktleUluZm8gSWQOII9NDgzYzZiMCOTMmIyLTRk
NDAtOTU1ZS1jMDg3M2MyZDQxNGliPjxkczpYNTASRGFOYT48ZHM6WDUwOUNIcnRpZmIjYXRIPK1)
SUZRRENDQkttZ0F3SUJBZOIFUURMN2N6QUS5CZ2txaGtpRzI3MEJBUVWGQURBLOTRc3dDUVIEVIFR
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ROV3SkVTekVNTUFVROEXVUUKQ2hNRFZFUKRNUOI3SUFZRFZRUURFeGXVUKVNZ1QwTkZVeUJUZVhO
MFpXMTBaWE4wSUVOQKIFbEpNQjRYRFRFeETURXdANVEV5TWpBegpNMWOYRFRFek1URXANVEVSTIRB
ek0xb3dnWW4Q3pBSkInTIZCQVIUQWtSTE1Ta3dKd1IEVIFRSOV5QkpibWRsYmICdmNtZGhibWx6
CliYUnZjbWx6YXICMGFXeHJibmwwYm1sdVp6RkxNQOTHQTFVRUJSTWNVRWxFT2preU1EZ3RNakF3
TWkweUxUY3pOVEEOT1RNMU56azQKTWpBa0)nTIZCQU1USFZSbGMzUndaWEp6Yjl0Z01qZ3dNamMx
TVRjMO1pQIVaWE4wYzJWdU 1JR2ZNQTBHQTNXR1NJYJNEUUVCQVFVQQpPBNEdOQURDQMIRSOJNUUNT
eC8yNFItbnA2aEIMbkVLc3RxS2rektieFdBAHNwWNK1jb2NnQONXa0lYODJRRO01TjZGcWk4VGky
MEQwCKROeGpsVzBSZIFVLO9OMjVERWTWWH]YCcGNVY1FFc2IkSHMxbkZ4N0J6MKVFRkwwZ3M4SnpE
aUSROWZWVFVVL2RPTFp6YioxcjFFY1QKYUdOSnIhUIpgSk9HbDdgTy9LODNVWnFwdHUVMERNTHp!1
UUIEQVFBQM80SURBRENDQXZ3dORNWURWU]BQQVFILOJBUURBZ1AOTUNzRWpBMVVKRUFRa01DSOFE
ekI3TVRFeE1UQXhNVEISTURNeldvRVBNakF4ATXpFeE 1ERXhNalV3TXpOYU1FWUdADQ3NHQVFVRKJ3
RUJCRG93CkIEQTJCZ2dyQmdFRKJRY3dBWVIXYUhSMGNEB3ZMM1)sYzNRdWIyTnpjQzVgWIhKMGFX
WnBhMKYwTG1SckwyOWpjMOF2YzNSaGRIVnoKTUIJQk53WURWUjBNnQkl)QkxqQONBU293Z2dFbU)n
b3FnVKNCS1FFQkFRRUNNSUICRmpBdk|nZ3JCZOVGQIFQOFSWWphSFIwYORvdgpMM2QzZHk1alpY
SjBhV1pwYTJGMExtUnJMMOpsYOc5emFYUnZjbmt3Z2VJRONDcOdBUVWGQNd)QO1)SFZNQWIXQTFS
RVF6QURBZOVCCkdvSEdShTISSUdGAWRtVNVaR1ZzYz)VZ1IXWWdZMIZ5ZEdsbWFXdGhkRTYwSUdm
bWJHUmMXjaUJQUTBWVEIIWNBIR3ZsY2I3Z1ExQIQKSUc5bkIFOURSVKTnUTFBcOIHUmXxjaUJyWVc0
Z2FHVnVKR1Z6SUdaeVITQNKM2NTWT)WeWRHbG1hV3RoZEM1a2F50XIaWE|2YzJsMApiM0o1TGIC
Q1pXM21jbXNzSUdGMEIGUKVReUJsWm5SbGNpQjJhV3hyNVhKbGjtVWdhR0OZ5SUdWMEIHSmxaMOxt
Ym50bGRDQmhibk4yCIlYSWdhV1owTGICd2NtOW1aWES6YVc5dVpXeHNaUQJ3WVhKMFpYSXVNQmdH
Q1dDRINBROcrRUICRFFRTEZnbFFaWEp6Y]l1WFpXSXcKSUFZRFZSMFJCQmt3RjRFYmMzVndjRzI5
ZEVCalpYSjBhV1pwYTJGMExtUnJNSUdYQmdOVkhSOEVNWTh3Z113d1Y2QIZvRk9rVVRCUApNUXN3
Q1FZRFZRUUdFdOpFU3pFTU1Bb0dBMVVFQ2hNRFZFUKRNUOI3SUFZRFZRUURFeGXVUKVNZ1QWTkZV
eUJUZVhOMFpXMTBaWE4WCKIFTK|JRWxKTVEOdORBWURWUVFERXdWRFVrd3IPVEF4b0MrZ0xZWXJh
SFIwYORvdkwzUmxjM1F1WTNKcOxtOWpaWE11WT)WeWRHbGOKYVd0aGRDNWtheTI2WTJWekxtTnli
REFMQmdOVKhTTUVHREFXZOJRY21BbEhHa3c0dVJERKIDbGI4ZI)PZ0dyTWZqQWRCZO5WSFEORQPG
Z1FVUjRmanhUdjjqZGs5WnRhazhDQmIrWFJivV2p3dONRWURWUjBUQKFJdOFEQVpCZ2txaGtpRzIu
MEhRUUFFRERBS0d3UldOeTR4CkF3SURXREFOQmdrcWhraUc5dzBCQVFVRKFBTOJnUUJVdmZkeGNC
SW84dnN4R3Z0RjlyV2tpV0Zza2NXamxVaEtiR0I5amNwcGZXcVMKblo1aURSNVQ5aUIHWS90dVQv
N1Nnbkpiam5wTjZFRWE2VXFYVW)VemR0aDVPUDdAxQIFrdktuT2tjeXVHamZ0Y3FWOFhqYTRHd1pv
cwo2RjZ0enFBWENSZUMya3d1dU40NHpyanozZmo3ZEEyNIFHcGItQOpXenY1el)5VzZNOZz09PCOk
czpYNTA5Q2VydGImaWNhdGU+PGRzOIg1MDIDZXJ0aWZpY2FOZTSNSUIFWFRDQOE4YWdBdOICQWd|
RVFEWVgVREFOQmdrcWhraUc5dzBCQVFVRKFEQSINUXN3QTFZRFZRUUAFdOpFU3pFTU1Bb0dBMVVF
CkNoTURWRVJETVNJdOIBWURWUVFERXhsVVJFTWAUMESGVXICVGVYTjBaVzEwWIhOMEIFTK]JRWxK
TUIOWERUQTBNREISTURFek5URTAKT1ZvWERUTTNNRFISTURFME1qRTBPVM93UHPFTE1Ba0dBMVVF
QmhNQ1JFc3hEREFLQmMAOVK|BbTRBMVJFUXpFaU 1DQUABMVVFQXhNWgpWRVJESUUSRFWTWAVM2x6
ZEdWdGRHVNnpkQOJEUVNCSINUQOJuekFOQmdrcWhraUc5dzBCQVFFRKFBTOJqUUF3Z1IrQ2dZRUFy
YXdBCk5JNTZzbGpEc25vcORVKOTWNHIrUktGeXM5YzVxeThqV1p5QSs3UFIGczQrSVpjRnhuYk51
SGk4YUFYINGT1VKRjBQR3BOZ1BFdE4KYytYQUs3cDE2aWF3TIRZCE1rSGOyVmIJbk5md1dFaio3
R210YjRySORUMmME3YXVHazc2cStYZHFubm80UFJPOGU3QUtFSHc3cE4zawppSG1aQ0kOOFBUUNBS
eDhDQXdFQUFhTONBbVF3Z2dKZ01BOEdBMVVKRXdFQi93UUZNQU1CQWY4dORNWURWU]BQQVFILO)B
UURBZOVHCk1)JSUJBd1IEVIIwZOJ)SDANSUg0TUIIMUJna3BBUUVCQVFFQKFRRXdNZWN3THAZSUt3
WUJCUWIQWdFVOkyaDBKSEE2THk5M2QzY3UKWTJWeWRHbGThV3RoZEM1a2F50XIaWEJ2Yz)sMGlz
SJVNSUd6QmdnckjnRUZCUWNDQWpDQNBgQUtGZ05VUKVNAOF3SUJBUNFCbDFSRQpReUJVWIhOMEIF
TmxjbljwWm1scllYUmxjaUJtY21FZ1pHVnVibVWnUTBFZ2RXUnpkR1ZrWIhNZ2RXNWtaWEInVDBs

52



RUIERXVNUZzR4CkxqRXVNUzR4TGpFdU1TNHhMakV1SUZSRVF5QIVaWE4wSUVObGNuUNnBabWxqWVhS
bGN5Qm1jbTIOSUhSb2FYTWARMEVNWVhKbEIHbHOKYzZNWbFpDQjFibV)sY2ICUFNVUWANUZzRATGpF
dUTTNHhMakV1TVMOeExgRXVNUZR3RVFZSIIJWKIBWWIOUWdFQK/BUURBZOFITUIHVwpCZ05WSFI4
RWdZNHdnWXN3VnFCVWIGS2tVREJPTVFZdONRWURWUVFHRXAKRVNG6RU TNQWIOHQTFVRUNOTURWRV
JE TVNJdOIBWURWUVFECKV4bFVSRU1nVDBORIV5QIRIWE4wWWIcxMFpYT|BJRUSCSUVsSk1RMHADd11E
VIFRREV3UkRVa3d4TURHZOw2QXRoaXRvZEhSd09pOHYKZEdWemRDNWpjbXd1Y}JObGNSNWpaWEow
YVdacGEyRjBMbVJyTDISalpYTXVZMOpzTUNZROEXVWRFQVFrTUNLQURGSXANRFF3TWp)dwpNVEOX
TVRRNVAVRVBNakF6TnpBMk1qQXhOREI4TkRsYU1COEdBMVVKSXdRWU1CYUFGQNIZQ1VjYVREaTVF
TVVFS1Z2eDIFNkFhc3grCk1CMEdBMVVKRGARVOJCUWNEQWxXIR2t3NHVSREZCQ2xiOGZST2dHckTm
akFkQmdrcWhraUc5bjBIUVFBRUVEQUIHA2hXTmk0d09qUXUKTUFNQOJKQXAEUVIKS29aSWh2Y05B
UUVGQIFBRGAZRUFweW9BamILcTZXSzVYYUtXVXBWc2t1dHpvaHYXVmNDa2UvMOplVVZ0bUIrYgp5
ZXhKTUMxNzFzNFJIb3FYnVmYOkyQVNWV3d1ODRpNDVNYUtnL254b3Fvak15WTE5L1cyd2JRRKVK
c3hVQ25MYTIIOXRsV2oweFMvCkFhS2VVaGsyTUJPcXYraE1kYzexak9xYzVKTjdUMKJhNIpSSVKT
dVhrTzNJR10zWFVzdz08L2RzOlg1MDIDZXJ0aWZpY2F0ZT48L2RzOlg1MDIEYXRhPjwvZHM6S2V5
SW5mbz48L2RzOINpZ25hdHVyZT48L3NtZDpzaWduZWRNYXJrPg==

<[>

</infData>

</resData>

<tr|D>
<svTRID>info-smd-1390989415</svTRID>
</trID>

</response>

</tmch>
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6.5 Info court Validated marks

The resultis a set of info linked to a court validated mark with the given handle

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<infData>
<id>00071234-992</id>
<statuss="new"/>
<pouStatus s="notSet" />
<mark xmlns="urn:ietf:params:xml:ns:mark-1.0">
<court>
<id>00071234-992</id>
<markName>My name</markName>
<holder entitlement="assignee">
<name>Mr. Rep</name>
<org>Owner INC</org>
<addr>
<street>Jacobs Street</street>
<city>Bruges</city>
<sp>VA</sp>
<pc>8100</pc>
<cc>BE</cc>
</addr>
<voice x="1234">+1.32235523</voice>
<fax>+1.32235523</fax>
<email>j@bla</email>
</holder>
<goodsAndServices>BX-1421312-IRUNF-134</goodsAndServices>
<refNum>12345678</refNum>
<proDate>2009-08-16T00:00:00Z</proDate>
<cc>BE</cc>
<courtName>Court of Brussels</courtName>
</court>
</mark>
<label>
<alLabel>my-name</aLabel>
<uLabel>my-name</uLabel>
<smdInclusion enable="0"/>
<claimsNotify enable="0"/>



</label>
<label>
<alabel>myname</aLabel>
<uLabel>myname</ulLabel>
<smdInclusion enable="0" />
<claimsNotify enable="0"/>
</label>
<crDate>2013-03-22T10:42:06.0Z</crDate>
<upDate>2013-03-19T700:32:45.9Z</upDate>
<exDate>2013-03-19T00:32:45.9Z</exDate>
</infData>
</resData>
<tr|D>
<svTRID>poll-1390988544</svTRID>
</trID>
</response>
</tmch>

6.6 Info statute or treaty

The resultis a set of info linked to a statute or treaty mark with the given handle

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<infData>
<id>00000113678687551367868755-1</id>
<statuss="new"/>
<pouStatus s="na" />
<mark xmins="urn:ietf;params:xml:ns:mark-1.0">
<treatyOrStatute>
<id>00000113678687551367868755-1</id>
<markName>treaty</markName>
<holder entitlement="owner">
<name>jan jansen</name>
<org>CHIP</org>
<addr>
<street>dwv 37</street>
<city>Leuven</city>
<sp></sp>
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<pc>3000</pc>
<cc>BE</cc>
</addr>
<voice>+1.123</voice>
<fax>+2.457</fax>
<email>jan@j.abc</email>
</holder>
<protection>
<cc>US</cc>
<ruling>AF</ruling>
<ruling>AX</ruling>
<ruling>AL</ruling>
</protection>
<goodsAndServices>n.a.</goodsAndServices>
<refNum>n.a.</refNum>
<proDate>2000-01-01T00:00:00Z</proDate>
<title>n.a.</title>
<execDate>2000-01-01T00:00:00Z</execDate>
</treatyOrStatute>
</mark>
<label>
<alabel>treaty</aLabel>
<ulabel>treaty</uLabel>
<smdInclusion enable="1"/>
<claimsNotify enable="1" />
</label>
<crDate>2013-05-06T21:32:35.6Z</crDate>
<upDate>2013-05-06T21:32:35.6Z</upDate>
<exDate>2014-05-06T19:32:35Z</exDate>
</infData>
</resData>
<triD>
<svTRID>poll-1390988640</svTRID>
</trID>
</response>
</tmch>
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7 Update Mark

To update a mark the update command can be used. The update command can

contain three different sections

+ add:this allows for adding labels, anddocuments to the mark

« rem:thisallows to remove labels from the mark

+ chg:this block allows you to change the contents of the mark block

7.1 Update Mark Settings

The following command adds a document and a label, removes a label, and
changes the type of the mark from trademark to a treatyOrStatute type.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<update>
<id>000712423-2</id>
<add>
<document>
<docType>tmOther</docType>
<fileName>C:\\ddafs\\file2.png</fileName>
<fileType>jpg</fileType>
<fileContent>YnjvbAo=</fileContent>
</document>
<label>
<alLabel>my-name</alLabel>
<smdInclusion enable="0"/>
<claimsNotify enable="1"/>
</label>
</add>
<rem>
<label>
<alLabel>my-name</aLabel>
<smdInclusion enable="1"/>
<claimsNotify enable="1"/>
</label>
</rem>
<chg>
<markxmins="urn:ietf:params:xml:ns:mark-1.0">
<treatyOrStatute>
<id>000712423-2</id>
<markName>Example One</markName>
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<holder entitlement="owner">
<org>Example Inc.</org>
<addr>
<street>123 Example Dr.</street>
<street>Suite 100</street>
<city>Reston</city>
<sp>VA</sp>
<pc>20190</pc>
<cc>US</ce>
</addr>
</holder>
<protection>
<cc>US</ce>
<region>Puerto Rico</region>
<ruling>US</ruling>
<ruling>PR</ruling>
</protection>
<goodsAndServices>Dirigendas et eiusmodi
featuringinfringoin airfare et cartam servicia.
</goodsAndServices>
<refNum>234235</refNum>
<proDate>2009-08-16T09:00:00.0Z</proDate>
<title>My Mark Title</title>
<execDate>2010-01-05T09:00:00.0Z</execDate>
</treatyOrStatute>
</mark>
</chg>
</update>
</command>
</tmch>

7.2 Adding a label

Alternative is a very small update adding just one label. The following provides

you with an example.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<update>
<id>0000011363778801363778080-1</id>
<add>
<label>
<alabel>exampleone</aLabel>
<smdinclusion enable="0"/>
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<claimsNotify enable="1"/>
</label>
</add>
</update>
</command>
</tmch>

Response to an update command if update succeeded

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17" />
<trlD>
<svTRID>update-1391086383-5308</svTRID>
</trID>
</response>
</tmch>

7.3 Changing label flags

Similar to adding labels, the flags on the labels can be toggled using the <chg>
block.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">

<command>
<update>
<id>0000011363778801363778080-1</id>
<chg>
<label>
<alabel>exampleone</aLabel>
<smdinclusion enable="0"/>
<claimsNotify enable="1"/>
</label>
</chg>
</update>
</command>
</tmch>

In a similar fashion extra documents can be added. Please note that documents
can never be removed.
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8 UDRP COURT CASES

To add a court case or an udrp case to an existing mark, the mark has to be in
status VERIFIED. If not, you will not be able to add a case block to the mark.

The case handle starts with the keyword ‘case’ followed by a dash (-') followed
by six digits containing the uid of the agent (left padded with ‘0") followed by a
set of digits (maximum length 63 characters).

8.1 Adding UDRP case

The update command can be used to add an udrp case to an existing mark using
the add block.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<update>
<id>000001132-1</id>
<add>
<case>

<id>case-00000123466989999999</id>

<udrp>
<caseN0>987654321</caseNo>
<udrpProvider>National Arbitration Forum</udrpProvider>
<caselLang>Spanish</caseLang>

</udrp>

<document>
<docType>courtCaseDocument</docType>
<fileName>02-2013-TMCHdefect1.jpg</fileName>
<fileType>jpg</fileType>
<fileContent>YnJvbAo=</fileContent>

</document>

<label>
<alabel>a</aLabel>

</label>

<label>
<alabel>b</aLabel>

</label>

</case>
</add>
</update>
</command>
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</tmch>

8.2 Adding Court Case

The update command can be used to add a court case to an existing mark using
the add block.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<update>
<id>000001132-1</id>
<add>
<case>
<id>case-00000123466989979999</id>
<court>
<refNum>987654321</refNum>
<cc>BE</cc>
<courtName>Bla</courtName>
<caselLang>Spanish</caseLang>
</court>
<document>
<docType>courtCaseDocument</docType>
<fileName>02-2013-TMCHdefect2.jpg</fileName>
<fileType>jpg</fileType>
<fileContent>YnjvbAo=</fileContent>
</document>
<label>
<alabel>a</alLabel>
</label>
<label>
<alabel>b</aLabel>
</label>
</case>
</add>
</update>
</command>
</tmch>

8.3 Managing label which links to a case

Add or remove labels linked to a case using the update add or update remove
case label section.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
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<command>
<update>
<id>000001132-1</id>
<add>
<case>
<id>case-00000123466989979998</id>
<label>
<alabel>x</alabel>
</label>
</case>
</add>
</update>
</command>
</tmch>

8.4 Managing documents linked to a case

Add documents linked to a case using the update add case label section.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<update>
<id>0000011363778801363778080-1</id>
<add>
<case>
<id>case-00000123456</id>
<document>
<docType>tmOther</docType>
<fileName>C:\\ddafs\\file2.png</fileName>
<fileType>jpg</fileType>
<fileContent>YnjvbAo=</fileContent>
</document>
<label>
<alLabel>my-name-three</aLabel>
</label>
</case>
</add>
</update>
</command>
</tmch>
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8.5 Changing a case

To change case data use the update chg case block

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<update>
<id>0000011363778801363778080-1</id>
<chg>
<case>
<id>case-00000123456</id>
<udrp>
<caseN0>987654321</caseNo>
<udrpProvider>NAF</udrpProvider>
<caselLang>Spanish</caselLang>
</udrp>
</case>
</chg>
</update>
</command>
</tmch>

8.6 Retrieve case data

The case information can be retrieved using the info:mark command.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="75"id="19"/>
<resData>
<infData>
<id>000001136757513215-1</id>
<status s="verified" />
<pouStatus s="valid" />
<mark xmins="urn:ietf;params:xml:ns:mark-1.0">
<trademark>
<id>000001136757513215-1</id>
<markName>Example 3</markName>
<holder entitlement="owner">
<name>Example name</name>
<org>Example Inc.</org>



<addr>
<street>123 Example Dr.</street>
<street>Suite 100</street>
<city>Reston</city>
<sp>VA</sp>
<pc>20190</pc>
<cc>LY</ce>
</addr>
<email>test@test.test</email>
</holder>
<jurisdiction>LY</jurisdiction>
<class>35</class>
<goodsAndServices>Dirigendas et eiusmodi featuring infringo in airfare et cartam
servicia.
</goodsAndServices>
<regNum>234235</regNum>
<regDate>2009-08-16100:00:00Z</regDate>
<exDate>2015-08-16T00:00:00Z</exDate>
</trademark>
</mark>
<label>
<alabel>example-one</alLabel>
<uLabel>example-one</uLabel>
<smdinclusion enable="0" />
<claimsNotify enable="0" />
</label>
<case>
<id>case-165955219104862426891240536623</id>
<udrp>
<caseNo>123</caseNo>
<udrpProvider>Asian Domain Name Dispute Resolution Centre</udrpProvider>
<caselLang>Afrikaans</caseLang>
</udrp>
<status s="new" />
<label>
<alabel>label5</aLabel>
<status s="new" />
</label>
<label>
<alabel>label3</aLabel>
<status s="new" />
</label>
<label>
<alabel>label2</aLabel>
<status s="new" />
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</label>

<label>

<alabel>label1</aLabel>

<status s="new" />

</label>

<label>

<alabel>label4</alLabel>

<status s="new" />

</label>
<upDate>2013-10-09T10:20:45.2Z</upDate>
</case>

<case>
<id>case-176169232111416328571942201148</id>
<udrp>

<caseNo>456</caseNo>
<udrpProvider>Asian Domain Name Dispute Resolution Centre</udrpProvider>
<caseLang>Afrikaans</caseLang>

</udrp>

<status s="new" />

<label>

<alabel>second1</alLabel>

<status s="new" />

</label>
<upDate>2013-10-09T10:21:35.0Z</upDate>
</case>
<crDate>2013-05-03T11:58:53.3Z</crDate>
<upDate>2013-12-18T10:45:53.3Z</upDate>
<exDate>2014-05-03T00:00:00Z</exDate>
</infData>

</resData>

<trlD>

<svTRID>poll-1391093637</svTRID>

</trID>

</response>

</tmch>
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9 Renew

Command layout

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<renew>
<id>00000126-1</id>
<curkxpDate>2014-01-02</curExpDate>
<period unit="y">3</period>
</renew>
</command>
</tmch>

Please note that
+ Currently only extensions for 1 year and 3 years are allowed.

« Arenew forces a creation on a new SMD file

Response to the renew command contains a confirmation or a reason why the
renew was not possible. If the command executes successfully you will also get
a balance block that includes the new expiration date and a msgQ block that
contains the number of pending messages.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17"/>
<resData>
<renData>
<id>00000126-1</id>
<exDate>2017-08-08T00:00:00Z</exDate>
<balance>
<amount currency="USD">56588.2500</amount>
<statusPoints>1414</statusPoints>
</balance>
</renData>
</resData>
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<trID>
<svTRID>renew-1391087231-5310</svTRID>
</trID>
</response>
</tmch>\
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10 Check Mark

To verify if a handle is already in use (system wide) the check command can be
used. This is to facilitate the choice of mark handles.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<check>
<id>000712423-2</id>
<id>000001436269876872643629798257-1</id>
<id>00000113637780801363778080-1</id>
</check>
</command>
</tmch>

The resultsis a list of handles that can or should not be used

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="76"id="17" />
<resData>
<chkData>
<cd>
<idavail="0">000712423-2</id>
<reason>Format: 00000 1XXXXXXXXXX-1</reason>
</cd>
<cd>
<id avail="1">000001436269876872643629798257-1</id>
</cd>
<cd>
<id avail="0">00000113637780801363778080-1</id>
<reason>Already exists</reason>
</cd>
</chkData>
</resData>
<tr|D>
<svTRID>check-1391087493</svTRID>
</trID>
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</response>
</tmch>

If there are marks that change status or require attention due to external
changes such as validator approval or disproval a message referencing the
mark will be pushed on a queue which can be polled in a much similar way to
the EPP poll mechanism.
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11 POLL

Poll messages are used to inform you of changes to the database that were
triggered by a third party process. This way you are informed of any external
change that is relevant to you mark record or your account status. These
messages vary from warnings on the expiry of certain documents, mark
records, expiration dates, over account balance messages to the notices on
registered domain names.

For a list of poll codes and the messages linked to them see appendix 2.

11.1 Poll Messages

Check if messages are available

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<pollop="req"/>
</command>
</tmch>

11.1.1Poll response (no msg)

No messages for polling are available.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1300">
<msg>Command completed successfully; no messages</msg>
</result>
<tr|D>
<svTRID>TMCH-000000001</svTRID>
</trID>
</response>
</tmch>
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11.1.2Poll response (msg pending)

There are messages available for polling: the first message is returned and gives

the handle to the mark that has undergone changes. NOTE: do not forget to

dequeue the message.

<?xmlversion="1.0" encoding="utf-8"?>

<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">

<response>
<result code="1301">

<msg>Command completed successfully; ack to dequeue</msg>

</result>
<msgQ count="76"id="17">

<qDate>2013-07-25T13:36:11.3Z</qDate>
<msg>123 Mark has been verified and approved</msg>

</msgQ>
<resData>
<infData>
<id>00000113675751323-1</id>
<status s="verified" />
</infData>
</resData>

<tr|D>
<cITRID>poll-123</c[TRID>
<sVTRID>poll-1391087629</svTRID>
</trID>
</response>
</tmch>
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11.1.3 Poll response (not a mark)

In case there are messages that are not related to marks you will get a
different formatted message.

NOTE : do not forget to dequeue the message.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1301">
<msg>Command completed successfully; ack to dequeue</msg>
</result>
<msgQ count="1"id="123">
<qDate>2013-01-21712:01:01.999Z</qDate>
<msg>Watermarkof USD 2500 passed</msg>
</msgQ>
<trlD>
<sVTRID>TMCH-000000001</svTRID>
</trID>
</response>
</tmch>

11.2 Poll ack (dequeue)

Dequeue a message row be able to access the next message in the queue.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<pollop="ack" msgID="18"/>
</command>
</tmch>

11.2.1 Poll ack (response last message)

Response if there is no more message after the last dequeue.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>



</result>
<trID>
<svTRID>poll-1391089968</svTRID>
</trID>
</response>
</tmch>
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11.2.2Poll ack (response more message)

Response if there are more messages after the last dequeue.

<?xmlversion="1.0" encoding="utf-8"?>

<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>

<result code="1000">

<msg>Command completed successfully</msg>
</result>

<msgQ count="2"id="124"/>

<trlD>

<sVTRID>TMCH-000000001</svTRID>

</trID>

</response>

</tmch>

74



12 Transfer

12.1 Transfer - request to execute

Check if messages are available

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<command>
<transfer op="execute">
<id>000001123456789876543211113333-1</id>
<authCode>qwertyasdfgh</authCode>
</transfer>
</command>
</tmch>

12.2Transfer response

If the transfer is executed successfully a trnData block is returned including the

new mark id and an updated balance block.

<?xmlversion="1.0" encoding="utf-8"?>
<tmch xmIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<msgQ count="75"id="19"/>
<resData>
<trnData>
<newl|d>000001123456789876543211113333-1</newld>
<trnDate>2014-01-30T15:27:14.3Z</trnDate>
<balance>
<amount currency="USD">56565.2500</amount>
<statusPoints>1414</statusPoints>
</balance>
</trnData>
</resData>
<tr|D>
<sVTRID>create-1391092034-5317</svTRID>
</trID>
</response>
</tmch>
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13 ERROR RESPONSE

Error responses take the following form

<?xmlversion="1.0" encoding="utf-8"?>

<tmch xmlIns="urn:ietf:params:xml:ns:tmch-1.1">
<response>

<result code="2303">

<msg>0bject does not exist: domain 100</msg>
</result>

<trID>

<sVTRID>TMCH-000000001</svTRID>

</trID>

</response>

</tmch>

You can find an overview of the codes in Appendix 2. The ‘msg’ label is a human
readable string that can be used to further diagnose the problem. This text is not

formatted or structured and should not be used to automate processes.
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14 APPENDIX 1

14.1 Country Codes

Andorra AD
United Arab Emirates AE
Afghanistan AF
Antigua and Barbuda AG
Anguilla Al
Albania AL
Armenia AM
Angola AO
Argentina AR
American Samoa AS
Austria AT
Australia AU
Aruba AW
Alands islands AX
Azerbaijan AZ
Bosnia and Herzegovina BA
Barbados BB
Bangladesh BD
Belgium BE
Burkina Faso BF
Bulgaria BG
Bahrain BH
Burundi B
Benin BJ
Saint Barthélemy BL
Bermuda BM
Brunei Darussalam BN
Bolivia BO
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Bonaire, Sint Eustatius, and Saba BQ
Brazil BR
Bahamas BS
Bhutan BT
Bouvet Island BV
Botswana BW
Belarus BY
Belize BZ
Canada CA
Cocos (Keeling) Islands CC
Congo, the Democratic Republic of the Ccb
Central African Republic CF
Congo CG
Switzerland CH
Cote D'lvoire cl
Cook Islands CK
Chile CL
Cameroon cM
China CN
Colombia co
Costa Rica CR
Cuba Ccu
Cape Verde cv
Curacao CW
Christmas Island X
Cyprus cY
Czech Republic cz
Germany DE
Djibouti DJ
Denmark DK
Dominica DM
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Dominican Republic DO
Algeria Dz
Ecuador EC
Estonia EE
Egypt EG
Western Sahara EH
Eritrea ER
Spain ES
Ethiopia ET
Finland Fl
Fiji F
Falkland Islands (Malvinas) FK
Micronesia, Federated States of FM
Faroe Islands FO
France FR
Gabon GA
United Kingdom GB
Grenada GD
Georgia GE
French Guiana GF
Guernsey GG
Ghana GH
Gibraltar Gl
Greenland GL
Gambia GM
Guinea GN
Guadeloupe GP
Equatorial Guinea GQ
Greece GR
South Georgia and the South Sandwich Islands GS
Guatemala GT

79



Guam GU
Guinea-Bissau GW
Guyana GY
Hong Kong HK
Heard Island and Mcdonald Islands HM
Honduras HN
Croatia HR
Haiti HT
Hungary HU
Indonesia ID
Ireland IE
Israel IL
Isle Of Man IM
India IN
British Indian Ocean Territory 10
Iraq 1Q
Iran, Islamic Republic of IR
Iceland IS
Italy IT
Jersey JE
Jamaica M
Jordan JO
Japan JP
Kenya KE
Kyrgyzstan KG
Cambodia KH
Kiribati KI
Comoros KM
Saint Kitts and Nevis KN
Korea, Democratic People’s Republic of KP
Korea, Republic of KR
Kuwait KW
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Cayman Islands KY
Kazakhstan Kz
Lao People’s Democratic Republic LA
Lebanon LB
Saint Lucia LC
Liechtenstein LI
SriLanka LK
Liberia LR
Lesotho LS
Lithuania LT
Luxembourg LU
Latvia LV
Libyan Arab Jamahiriya LY
Morocco MA
Monaco MC
Moldova, Republic of MD
Montenegro ME
Saint Martin (French part) MF
Madagascar MG
Marshall Islands MH
Macedonia, the Former Yugoslav Republic of MK
Mali ML
Myanmar MM
Mongolia MN
Macao MO
Northern Mariana Islands MP
Martinique MQ
Mauritania MR
Montserrat MS
Malta MT
Mauritius MU
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Malawi MW
Mexico MX
Malaysia MY
Mozambique Mz
Namibia NA
New Caledonia NC
Niger NE
Norfolk Island NF
Nigeria NG
Nicaragua NI
Netherlands NL
Norway NO
Nepal NP
Nauru NR
Niue NU
New Zealand NZ
Oman oM
Panama PA
Peru PE
French Polynesia PF
Papua New Guinea PG
Philippines PH
Pakistan PK
Poland PL
Saint Pierre and Miquelon PM
Pitcairn PN
Puerto Rico PR
Palestinian Territory, Occupied PS
Portugal PT
Palau PW
Paraguay PY
Qatar QA
Reunion RE
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Romania RO
Serbia RS
Russian Federation RU
Rwanda RW
Saudi Arabia SA
Solomon Islands SB
Seychelles SC
Sudan SD
Sweden SE
Singapore SG
Saint Helena SH
Slovenia SI
Svalbard and Jan Mayen S
Slovakia SK
Sierra Leone SL
San Marino SM
Senegal SN
Somalia SO
Suriname SR
South Sudan SS
Sao Tome and Principe ST
El Salvador SV
Sint Maarten (Dutch part) SX
Syrian Arab Republic Sy
Swaziland SZ
Turks and Caicos Islands TC
Chad TD
French Southern Territories TF
Togo TG
Thailand TH
Tajikistan T
Tokelau TK
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—

Timor-Leste TL
Turkmenistan ™
Tunisia TN
Tonga TO
Turkey TR
Trinidad and Tobago T
Tuvalu v
Taiwan, Province of China ™
Tanzania, United Republic of TZ
Ukraine UA
Uganda UG
United States Minor Outlying Islands UM
United States us
Uruguay uy
Uzbekistan Uz
Holy See (Vatican City State) VA
SaintVincent and the Grenadines VC
Venezuela VE
Virgin Islands, British VG
Virgin Islands, U.s. Y
Viet Nam VN
Vanuatu VU
Wallis and Futuna WF
Samoa WS
Yemen YE
Mayotte YT
South Africa ZA
Zambia ZM
Zimbabwe ZW
4.2 Jursdictions

Andorra

AD
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United Arab Emirates AE
Afghanistan AF
Antigua and Barbuda AG
Anguilla Al
Albania AL
Armenia AM
Angola AO
African Regional Intellectual Property Organization (ARIPO) AP
Argentina AR
Austria AT
Australia AU
Aruba AW
Azerbaijan AZ
Bosnia and Herzegovina BA
Barbados BB
Bangladesh BD
Bulgaria BG
Bahrain BH
Burundi BI
Bermuda BM
Brunei Darussalam BN
Bolivia, Plurinational State of BO
Bonaire, Sint Eustatius, and Saba BQ
Brazil BR
Bahamas BS
Bhutan BT
Botswana BW
Benelux Office for Intellectual Property (BOIP) BX
Belarus BY
Belize BZ
Canada CA
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Democratic Republic of the Congo CDh
Switzerland CH
Chile CL
China CN
Colombia co
Costa Rica CR
Cuba Ccu
Cape Verde cv
Cyprus cy
Czech Republic Ccz
Germany DE
Djibouti DJ
Denmark DK
Dominica DM
Dominican Republic DO
Algeria Dz
Ecuador EC
Estonia EE
Egypt EG
Western Sahara EH
Office for Harmonizationin the Internal Market (Trademarks and Designs) EM
(OHIM)

Eritrea ER
Spain ES
Ethiopia ET
Finland FI
Fiji FJ
Micronesia, Federated States of FM
France FR
United Kingdom GB
Georgia GE
Ghana GH
Gambia GM
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Greece GR
Guatemala GT
Guyana GY
The Hong Kong Special Administrative Region of the People’s Republic of HK
China

Honduras HN
Croatia HR
Haiti HT
Hungary HU
International Bureau of the World Intellectual Property Organization (WIPO) |IB
Indonesia ID
Ireland IE
Israel IL
India IN
Iraq 1Q
Iran (Islamic Republic of) IR
Iceland IS
Italy IT
Jamaica ™M
Jordan JO
Japan P
Kenya KE
Kyrgyzstan KG
Cambodia KH
Comoros KM
Saint Kitts and Nevis KN
Democratic People's Republic of Korea KP
Republic of Korea KR
Kuwait KW
Cayman Islands KY
Kazakhstan Kz
Lao People’'s Democratic Republic LA
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Lebanon LB
Saint Lucia LC
Liechtenstein Ll
SriLanka LK
Liberia LR
Lesotho LS
Lithuania LT
Latvia LV
Libya LY
Morocco MA
Monaco MC
Republic of Moldova MD
Montenegro ME
Madagascar MG
The former Yugoslav Republic of Macedonia MK
Myanmar MM
Mongolia MN
Macao MO
Malta MT
Mauritius MU
Malawi MW
Mexico MX
Malaysia MY
Mozambique MZ
Namibia NA
Nigeria NG
Nicaragua NI
Norway NO
Nepal NP
Nauru NR
New Zealand NZ
African Intellectual Property Organization (OAPI) OA
Oman oM
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Panama PA
Peru PE
Papua New Guinea PG
Philippines PH
Pakistan PK
Poland PL
Puerto Rico PR
Palestinian Territory, Occupied PS
Portugal PT
Palau PW
Paraguay PY
Qatar QA
Romania RO
Serbia RS
Russian Federation RU
Rwanda RW
Saudi Arabia SA
Seychelles SC
Sudan SD
Sweden SE
Singapore SG
Slovenia SI
Slovakia SK
San Marino SM
Somalia SO
Suriname SR
South Sudan SS
Sao Tome and Principe ST
El Salvador Y
Sint Maarten (Dutch part) SX
Syrian Arab Republic Sy
Swaziland SZ
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Turks and Caicos Islands TC

Thailand TH
Tajikistan 1)
Timor-Leste TL
Turkmenistan ™
Tunisia TN
Tonga TO
Turkey TR
Trinidad and Tobago T
Tuvalu v
Taiwan, Province of China T™W
United Republic of Tanzania TZ
Ukraine UA
Uganda UG
United States of America us
Uruguay Uy
Uzbekistan uz
SaintVincent and the Grenadines VC
Venezuela, Bolivarian Republic of VE
Viet Nam VN
Vanuatu VU

World Intellectual Property Organization (WIPO) (International Bureau of) WO

Samoa WS
Yemen YE
South Africa ZA
Zambia ZM

Zimbabwe W




14.3 Languages

Afrikaans

Albanian

Ambharic

Arabic

Armenian

Aymara

Azerbaijani

Bengali

Bislama

Bosnian

Bulgarian

Burmese

Byelorussian

Cantonese

Catalan

Chamorro

Chichewa

Chinese

Croatian

Czech

Danish

Dari

Dutch

Dzongkha

English

Estonian

Fijian

Filipino

Finnish

French

Georgian
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German

Greek

Greenlandic

Guaranf

Haitian Creole

Hebrew

Hindi

Hiri Motu

Hungarian

Icelandic

Indonesian

Irish

Italian

Japanese

Kazakh

Khmer

Kinyarwanda

Kirghiz

Kirundi

Korean

Lao

Latvian

Lithuanian

Luxembourgish

Macedonian

Malagasy

Malay

Maltese

Mandarin Chinese

Maori

Marshallese

Mongolian
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Nauruan

Ndebele

Nepali

Niue

Norwegian

Palauan

Papiamento

Pashto

Pedi

Persian

Polish

Portuguese

Quechua

Romanian

Russian

Samoan

Serbian

Sesotho

Seychellois Creole

Shikomor

Sinhala

Slovak

Slovene

Somali

Spanish

Swahili

Swati

Swedish

Tajik

Tamil

Tetum

Thai
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Tigrinya

Tok Pisin

Tongan

Tsonga

Tswana

Turkish

Turkmen

Ukrainian

Urdu

Uzbek

Venda

Vietnamese

Xhosa

Zulu
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15 APPENDIX 2

15.1 Poll Codes

102 Proof of use (POU) is expire

103 Proof of use (POU) has been verified and approved

104 Proof of use (POU) has not been approved and invalidated

105 Proof of use (POU) is not approved. Further attention needed

123 Mark has been verified and approved

124 Mark is not approved. Further attention needed

126 Mark has not been approved and invalidate

127 Mark has not been corrected within 20 days and invalidated.

134 Exception :validator still needs more info to approve mark

137 Mark expired

146 Correction period expired

154 Exception :user request to re-edit after changes

164 Exception : mark can be re-edited

190 POU will expire soon

191 Mark registration will expire soon

196 Warning:Mark about to be invalidated due to INCORRECT status time-out

197 Mark will expire soon

198 Mark has been deactivated

199 Mark transferred out/SMD has been revoked

210 The domain name [$dn] was registered during sunrise

220 The domain name [$dn] was registered during claims period

230 The domain name [$dn] has been registered

240 The domain name [$dn] has been registered during the Qualified
Launch Program

310 SMD has been created

320 SMD has been regenerated
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330 SMD has been revoked

400 Account status has gone below watermark level
($level)

500 UDRP/Court case status change

15.2 APl error codes

And human readable error messages

2001 Not a valid XML document tree

2201 Not logged in

2202 Login failed

2303 Attributes not allowed when removing a label
2303 Case <casehandle> does not exist

2303 Case language not found

2303 Case language not found in list

2303 Case status does not allow update to case block
2303 Case type does not correspond with current type (<casetype>)
2303 Could not find case object

2303 Could not find court case country code $cc

2303 file format is not conform jpg of PDF

2303 file is too big (max <maxfilesize>)

2303 fileType <fileType> is not allowed

2303 Found virus: <virus>

2303 Invalid block in case change request

2303 Invalid court case country code <casetype>

2303 Invalid mark id format (Format: <00uid>XXXXXXXXXX-1)
2303 Invalid period length

2303 Invalid period unit

2303 Invalid transfer code

2303 Invalid udrpProvider
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2303 Label <alLabel> does not exists

2303 Mark id <handle> does not exist

2303 Mark id <handle> has different curExpDate

2303 Mark id <handle> does not exist

2303 Not enough credits left to execute transfer

2303 Object does not exist

2303 Status of label <aLabel> does not allow removal

2303 Too many labels connected to case (max=<casemaxlabels>)

2303 Too many labels linked to mark (max=<maxlabels>)

2306 Cannot map <field>

2306 Case block contains sections that can not be removed

2306 Case <casehandle> does not exist

2306 caseNoisarequiredfield

2306 Command not implemented

2306 courtName is arequired field

2306 Document block in mark block not supported

2306 Error updating prepaid for mark case

2306 Error updating prepaid for mark:’. $mark_i

2306 handle <handle> already exists

2306 Handle <handle> has invalid format - should be <00uid>XXXXXXXXXX-1

2306 Invalid case country code $cc

2306 Invalid case id format (format should be‘case-<00uid>XXX’, XXX a series of
digits)

2306 Invalid class <class>

2306 Invalid country code (<ccref>) <cc>

2306 Invalid document type for court case

2306 Invalid document type for udrp case

2306 Invalid duration <duration>

2306 Invalid duration unit <duration unit>

2306 Invalid jurisdiction <jurisdiction>
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2306 Invalid label <aLabel>

2306 Label blockin mark block not supported

2306 Label <aLabel> already exists

2306 Mark id <handle> can not be extended with this period

2306 Mark id <handle> is not in status VERIFIED

2306 Markid <handle> will not expire this year - no renew possible
2306 Mark ids do not match!

2306 Mark status does not allow update of mark

2306 Missing“Copy of the court order”

2306 Missing“Declaration of Proof of use including one single sample”
2306 Not allowed to add udrp/court case without label(s)

2306 not enough credit

2306 Object status does not allow extra file upload

2306 Object status does not allow udrp/court case addition

2306 Only extra POU documents can be added

2306 Only one handle allowed

2306 Output processing not implemented

2306 Policy violation : holder name or organization required

2306 Policy violation : <msg>

2306 Policy violation: no valid POU - impossible to switch smdinclusion on
2306 Policy violation : only one <nodeName> expected

2306 Policy violation : region not supported

2306 Policy violation : <ref> required

2306 refNum is a required field

2306 Too many cases connected to this mark (max=<maxcases>)
2306 Too many labels connected to case (max=<maxcaselabels>)
2306 Too many labels connected to mark (max=<maxcaselabels>)
2306 Transfer operation not implemented

2306 Unique case identifier already in use

2400 file <fileName> could not be saved
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16 APPENDIX 3

16.1 Transliteration of & and @ per country and per jurisdiction.

Country /Jurisdiction & @
AD

AE v -
AG and at
Al and at
AL dhe

AO e em
AP et,e,sle,and,na em,kwenye,— at,ka
AR y

AS and at
AT und

AU and at
AW enyy

AX och

AZ ]

BA i at
BB and at
BD 8

BE en,et,und

BF et

BG "

BH g) @
Bl et

BJ et

BL et

BM and at
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BN dan,and di,at
BO y,wan

BQ en

BR e em
BS and at
BV og

BW le,and at,ko
BX en,ety,und,an

BY n

BZ and at
CA et,and at
CC and at
cb et

CF et

CcG et

CH et,e,und

cl et

CK and at
CL y

C™M et,and at
CN n

Cco y

CR y

cu y

cv e em
CcwW en,y

X and at
CcY Kat,ve

(4 a

DE und
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D et,s i

DK og

DM and at

DO y

Dz s “a

EC y

EE ja

EG ) i

EH ) a

EM och,a,0gkaLy,sinu,ja eta,w,em,at,afna,at,ag
Jin,agus,iete,und.en,i,
és,un,and,an,ve

ER sand < at

ES y

Fl et,och at

F and at

FK and at

FM and at

FO og

FR et

GA et

GB and at

GD and at

GE da

GF et

GG et,and at

GH and at

Gl and at

GL og

GM and at
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GN et
GP et
GQ ety
GR Kot
GS and at
GT y
GU and at
GW e em
GY and at
HK f,and at
HM and at
HN y
HR [
HT et,ak
HU és
IB dhe,a, f1,da,dan,le,og, w,digakwenye,dt,agHa,fa3p,at, <
Vi,Siy,inagus, o s,ka,afna,kyuykya hjd ko,em eta
Mi)oL0¢ €,et,en, MeH, ir,6
onoH,un,and,och, 57
katu,ja,iund, 1
2| 1,va,és,na,ve,an
ID dan at
IE agus,and at,ag
IL Il g_.u
IM and at
IN and, 3R af
10 and at
IQ g &
IR 3
IS og hja
IT e
JE et,and at
M and at
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JO B s
P TR

KE and,na kwenye,at
KG ]

K and at
KM et,s o
KN and at
KP deg|n

KR 2|

KW ) Y
KY and at
KZ MeH, Ja

LB g o
LC and at

Ll und

LK fifulfh

LR and at
LS le,and at,ka
LT ir eta
LU et,und,an

LV un at
LY 3 @
MA B) @
MC et

MD Si

ME [

MF et

MG et

MH and at
MK i at
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ML

et

MN 6onox [53p
MO i

MP and at
MQ et

MR ) T
MS and at
MT u,and at
MU and at
MW and at
MX y

MY dan di
MZ e em
NA and at
NC et

NE et

NF and at
NG and at
NI y

NL en

NO og

NR and at
NU and at
NZ and at
OA et.e,y,sand em,—u,at
OM s =
PA y

PE y,wan

PF et

PG and at
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PH and at
PK and,!s, bamutabiq,« at
PL i w
PM et

PN and at
PR y,and at
PS g @
PT e em
PW ha,and at
PY y,ha

QA 3 s
RE et

RO Si

RS i

RU "

RW et,and at
SA B) u
SB and at
SC et,and at
SD 3 u
SE och

SG Lo mid, 7, dan,and di,at
SH and at
SI in afna
S og

SK a

SL and at
SM e

SN et

SO ) u
SR en
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SS and at

ST e em
Y y

SX en,and at

SY ) o
Sz and,na ngama,at
TC and at
™D et,s “
TF et

TG et

TH ae j

TK and at

TL e em
TN B) o
TO and at
TR ve

T and at

v and at
W n

TZ and,na kwenye,at
UA i Ha
UG and at
UM and at
us et,and at
uy y

uz nBa KydyKkya
VA e

VC and at

VE y

VG and at
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Vi and at

VN va

VU et,and at

WF et

WO dhe,a,fi1,da,dan,le,og, w,di,za kwenye,dt,ag,Ha,133p,at <
va,siyin,agus,8aLom s,ka,afna,kyuykua,hjd ko,em,eta
I &, et.en,Men,ir,60
noH,un,and,och,s, 7 K
Kat,uja,i,und, 12|
11,va,6s,na,ve,an

WS and at

YE s i

YT et

ZA en,kanye-no-,kunye- hi,ngama-,ngama,nga,at,ka
no,le,and,na,na-

ZM and at

AW and at
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